Create usermode thread from kernel land
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. text:7C810473

. text:7C810473 ; SUBROUTINE

. text:7C810473



. text:7C810473 : Attributes: bp—based frame
. text:7C810473

.text:7C810473 : int  stdcall BaselnitializeContext (PCONTEXT Context, PVOID Parameter, PVOID
StartAddress, PVOID StackAddress, ULONG ContextType)
.text:7C810473 BaselnitializeContext@20 proc near : CODE XREF:

CreateRemoteThread (x, x, X, X, X, X, X) +84 { p

.text:7C810473

CreateProcessInternalW(x, x, X, X, X, X, X, X, X, X, X, X) 690 { p ..
.text:7C810473

. text:7C810473 Context = dword ptr 8
.text:7C810473 Parameter dword ptr 0Ch

.text:7C810473 StartAddress = dword ptr 10h

.text:7C810473 StackAddress = dword ptr 14h

.text:7C810473 ContextType = dword ptr 18h

. text:7C810473

. text:7C810473 ; FUNCTION CHUNK AT . text:7C81F10A SIZE 00000019 BYTES
. text:7C810473 ; FUNCTION CHUNK AT . text:7C8316A2 SIZE 0000000F BYTES
. text:7C810473

. text:7C810473 8B FF mov edi, edi

. text:7C810475 55 push ebp

.text:7C810476 8B EC mov ebp, esp

. text:7C810478 8B 45 08 mov eax, lebptContext]

. text:7C81047B 8B 4D 10 mov ecx, [ebptStartAddress]

. text:7C81047E 83 A0 8C 00 00 00 00 and [eax+CONTEXT. SegGs], 0

. text:7C810485 83 7D 18 01 cmp [ebp+ContextType], 1

. text:7C810489 89 88 BO 00 00 00 mov [eax+CONTEXT. Fax], ecx



. text:
. text:
. text:
:7C81049A

. text

. text:
:7C8104A1

. text

. text:
:7C8104AD

. text

. text:
:7C8104BA

. text

. text:
. text:
. text:
. text:

7C81048F
7C810492
7C810498

7C81049B

7C8104A7

7C8104B0

7C8104C4

7C8104CE

7C8104D4
7C8104DA

8B
89
6A
99
89
89
89
8B
C7
C7
C7
89
OF
C7

4D
88
20

88
88
88
4D
80
80
80
88
85
80

0C
A4

94
98
C8
14
90
BC
CO
C4
30
B8

00

00
00
00

00
00
00
00
EC
00

BaseThreadStartThunk (x, x)

. text:
. text:

7C8104E4
7C8104E4

00

00
00
00

00
00
00
00
00
00

00

00
00
00

00 38 00+
00 18 00+
00 00 30+
00
00
00 29 07+

loc_7C8104E4:

BaseInitializeContext (x, X, X, x, x) +ECAB | j

. text:

7C8104E4

BaseInitializeContext (x, x, X, x, x) 21239 | j
7C8104E4 83 C1 FC
7C8104E7 C7 00 07 00 01 00
7C8104ED 89 88 C4 00 00 00

. text:
. text:
. text:
. text:
. text:
. text:

7C8104F3

oD

7C8104F4 C2 14 00

7C8104F4

mov
mov
push
pop
mov
mov
mov
mov
mov
mov
mov
mov
jnz
mov

add
mov
mov
pop
retn

ecx, lLebptParameter]
[eax+CONTEXT. FEbx], ecx

20h

ecx

[eax+CONTEXT. SegEs], ecx
[eax+CONTEXT. SegDs], ecx
[eax+CONTEXT. SegSs], ecx
ecx, lebptStackAddress]
[eax+CONTEXT. SegFs], 38h
[eax+CONTEXT. SegCs], 18h
[eax+CONTEXT. EFlags], 3000h
[eax+CONTEXT. Esp], ecx

loc 7C81F10A

[eax+CONTEXT. Eip], offset BaseThreadStartThunk@s :

; CODE XREF:

ecx, OFFFFFFFCh

[eax+CONTEXT. ContextFlags], 10007h
[eax+CONTEXT. Esp], ecx

ebp

14h

~BaselnitializeContext@20 endp



. text:7C8104F4
. text:7C8104F4

3 XFF vista DA, 18150 TEB [ ActiveContextStackPointer. B AN SR AT H 46 F A1) APL {5, AR APl B Rt TEB 1)
ActiveContextStackPointer /& 73 4 NULL 5ft A BUEL, 38 A AR Tk
windows [ CreateThread tfl T ixtL=,

. text:0DCEBDSA 23 4D 10 and ecx, lebptdwStackSize]

. text:0DCEBD8D 51 push ecx : MaximumStackSize
. text:0DCEBDSE F7 D8 neg eax

. text:0DCEBD90 1B CO sbb eax, eax

. text:0DCEBD92 23 45 10 and eax, lebptdwStackSize]

. text:0DCEBD95 50 push eax . StackSize

. text:0DCEBD96 53 push ebx : ZeroBits

. text:0DCEBD97 56 push esi : CreateThreadFlags
. text:0DCEBD98 FF B5 B8 FD FF FF push [ebp+StartContext] ; StartContext

. text:0DCEBDYE FF B5 DO FD FF FF push [ebptStartRoutine] ; StartRoutine

. text:0DCEBDA4 FF B5 CC FD FF FF push [ebptProcessHandle] ; ProcessHandle

. text:0DCEBDAA FF B5 BC FD FF FF push [ebptObjectAttributes] ; ObjectAttributes



. text:0DCEBDBO 68 FF FF 1F 00 push 1FFFFFh : DesiredAccess

. text:0DCEBDB5 8D 85 E4 FD FF FF lea eax, lebp+thThread]

. text:0DCEBDBB 50 push eax : ThreadHandle
. text:0DCEBDBC FF 15 74 13 CE 0D call ds: imp NtCreateThreadEx@44 ;
NtCreateThreadEx (x, x, X, X, X, X, X, X, X, X, X)

. text:0DCEBDC2 89 85 E8 FD FF FF mov [ebptvar 218], eax

. text:0DCEBDC8 3B C3 cmp eaX, ebx

. text:0DCEBDCA OF 8C A5 F8 01 00 jl loc_DDOB675

. text:0DCEBDDO 89 5D FC mov [ebp+ms exc. disabled], ebx

. text:0DCEBDD3 64 A1 18 00 00 00 mov eax, large fs:18h

. text:0DCEBDD9 8B 8D CO FD FF FF mov ecx, lebptvar 240]

. text:0DCEBDDF 3B 48 20 cmp ecx, [eax+20h]

. text:0DCEBDE2 75 73 jnz short loc DCEBE57

. text:0DCEBDE4 8D 85 EO FD FF FF lea eax, lebptvar 220]

. text :0DCEBDEA 50 push eax

. text:0DCEBDEB FF 15 70 13 CE 0D call ds: imp RtlAllocateActivationContextStack@4 ;
Rt1AllocateActivationContextStack (x)

. text:0DCEBDF1 89 85 E8 FD FF FF mov lebptvar 218], eax

. text:0DCEBDEF7 3B C3 cmp eax, ebx

. text:0DCEBDF9 OF 8C B2 F8 01 00 jl loc DDOB6B1

. text:0ODCEBDFF 8B 85 EO FD FF FF mov eax, [ebptvar 220]

. text:0DCEBEO5 8B 8D D4 FD FF FF mov ecx, Lebptvar 22C]

. text:0DCEBEOB 89 81 A8 01 00 00 mov lecx+1A8h], eax

. text:0DCEBE11 53 push ebx

. text:0DCEBE12 6A 08 push 8

. text:0DCEBE14 8D 85 D8 FD FF FF lea eax, [ebptvar 228]



. text:0DCEBE1A 50 push eax
. text:0DCEBE1B 56 push esi

4 FRBCYRTHEFE ) BaseObject H 5%, 7] LLZ ZRIA

5 ZwCreateThread 1] 28 FEXT 5 1 AEAT 1Y

6 i B EL [ — A [ OE AT csrss BERE, AT ARG T

. text:0DCEBE65 8B 85 E4 FD FF FF mov eax, lebp+thThread]
. text:0DCEBE6B 89 85 18 FE FF FF mov lebptvar 1E8], eax
. text:0DCEBE71 8B 85 CO FD FF FF mov eax, [ebptvar 240]
. text:0DCEBE77 89 85 1C FE FF FF mov lebptvar 1E4], eax
. text:0ODCEBE7D 8B 85 C4 FD FF FF mov eax, [ebptvar 23C]
. text:0DCEBE83 89 85 20 FE FF FF mov lebptvar 1E0], eax
. text:0DCEBES9 6A 0OC push 0Ch

. text:0DCEBESB 68 01 00 01 00 push 10001h

. text:0DCEBE90 53 push ebx

. text:0DCEBE91 8D 85 FO FD FF FF lea eax, [ebptvar 210]
. text :0DCEBE97 50 push eax

. text:0DCEBE98 FF 15 FO 11 CE 0D call ds: imp CsrClientCallServer@l6 ;

CsrClientCallServer (x, X, X, X)



. text:0DCEBE9E 8B 85 10 FE FF FF

. text :0DCEBEA4

. text :0DCEBEA4
GetDiskFreeSpaceExA (x, x, x, x) +2FB9 | j
. text:0DCEBEA4 89 85 E8 FD FF FF

7 KB RFERIHAAT .

. text : ODCEBECS
. text : ODCEBECS
CreateRemoteThreadEx (x, x, X, X, X, X, X, X) +22A 1 j
. text:0DCEBEC8 F6 45 1C 04

. text:0DCEBECC 75 13

. text:0DCEBECE 8D 85 AC FD FF FF
. text:0DCEBED4 50

. text:0DCEBEDS FF B5 E4 FD FF FF
. text:0DCEBEDB FF 15 3C 13 CE 0D
. text:0DCEBEE1

. text:0DCEBEE1
CreateRemoteThreadEx (x, x, X, X, X, X, X, X) +238 1 j
. text:0DCEBEE1

...

. text:0DCEBEE1 C7 45 FC FE FF FF FF

. text:0DCEBEE8 E8 34 00 00 00

. text:0DCEBEED 8B 85 E4 FD FF FF

. text : ODCEBEF3

loc DCEBEA4:

loc_DCEBECS:

loc DCEBEEL:

mov

mov

test
jnz
lea
push
push
call

mov
call

mov

eax, lebptvar 1F0]
: CODE XREF:

[ebptvar 218], eax

; CODE XREF:

byte ptr [ebpt+dwCreationFlags], 4
short loc DCEBEE1

eax, lebptvar 254]

eax

lebp+hThread]

ds: 1imp NtResumeThread@8 ; NtResumeThread(x, x)

: CODE XREF:

: GetDiskFreeSpaceFExA (x, x, x, x) +2F6E |

[ebp+tms exc. disabled], OFFFFFFFEh
sub DCEBF21
eax, lebp+thThread]



. text :ODCEBEF3 loc_ DCEBEF3: ; CODE XREF:

GetDiskFreeSpaceExA (x, x, x, x) +2F27 | j

. text:0DCEBEF3 E8 Al AD FF FF call SEH epilog4 GS
. text:0DCEBEF8 C2 20 00 retn 20h
. text : ODCEBEF8 ~CreateRemoteThreadEx@32 endp

. text : ODCEBEF8

. text :ODCEBEF8

XFF windows 1] CreateThread it — 26 HoAth (4, bb an I W7 2 75 42 csrss 32 H OB Qi 2R FE.
vista DL XTI R 26 FE, I8 session [ A 5%,

Wi AR SRAR JRATE B8 — P 2 15, L SE AT T B £ 1) i
A LI R AEE csrss H C.47 H RV LR RITH I,
KPR EBATEEE 1 #R 2 3l 1 2, AR I A2 Y,

1R 2 [F) 2 Sl AR A AN R, KB 7 AR AE SR 6 2D R AT 17,3 20 LUIBURRAOL.

A PSR 2 f g, # 2 E R \Windows\\ApiPort ,
(B2 B, A SR FRATTHE A% ELEE % csrss HIIXAS port, /&% A ). 752 patch.

HSzn] LA A patch., U145 2] csrss 75 [A], 5 Ok #1E CsrProcessTable %5 Py B A 4514 (H 2 AN A

T B 0325 b g i B
KA HArdt e a8t 17X AN IE & F #7511, CsrPortHandle.


file://Windows/ApiPort

BEAR A RZ AN B BRATT AT LAE R G Ak B L XA ),

HZATE R LpcPort 5% AlpcPort 257 1)),

W R R FRAT T R,

SR I FI W A4l 16 ConnectionPort J2& 75 & \\Windows\\ApiPort.
B EW 2 5 duplicate 324 Hi 3L,

#i AT BL ZwRequestWaitReplyPort ¥ ZwAlpcSendWaitReceivePort i# %1 csrss 1.

KT Kernel32!BaseThreadTrunk I3 A BHIZIE eip F8 FIX ML TT XA BB A S H.

. text:7C810729

. text:7C810729 ; SUBROUTTINE

. text:7C810729

. text:7C810729 ; Attributes: noreturn

. text:7C810729

. text:7C810729 : int  stdcall BaseThreadStartThunk (int, int)

. text:7C810729 ~BaseThreadStartThunk@8 proc near - DATA XREF:

BaselnitializeContext (x, x, X, X, x)+67 1 o
. text:7C810729

. text:7C810729 arg 0 = dword ptr 4

. text:7C810729 arg 4 = dword ptr 8

. text:7C810729

.text:7C810729 33 ED Xor ebp, ebp

. text:7C81072B 53 push ebx : Param


file://Windows/ApiPort

. text:
. text:
. text:
:7C81072F

. text

. text:
:7C81072F

. text

. text:
- 7C80B6F2

. text

. text:
. text:
. text:
. text:
. text:
BaseThreadStartThunk (x, x) +6 | j
. text:
. text:
. text:
. text:
. text:
. text:
. text:
. text:
. text:
. text:

7C81072C 50
7C81072D 6A 00
7C81072F E9 BE AF FF FF

7C81072F

7C80B6F2

7C80B6F2
7C80B6F2
7C80B6F2
7C80B6F2
7C80B6F2

7C80B6F2

7C80B6F2

7C80B6F2

7C80B6F2

7C80B6F2

7C80B6F2

7C80B6F2

7C80B6F2 6A 10

7C80B6F4 68 30 B7 80 7C
7C80B6F9 E8 D8 6D FF FF

push eax : StartAddress

push 0

jmp “BaseThreadStart@S8 ; BascThreadStart (x, x)
~BaseThreadStartThunk@8 endp

SUBROUTTINE

: Attributes: noreturn bp—based frame

: int  stdcall BaseThreadStart(int StartAddress, int ThreadParam)
~BaseThreadStart@8 proc near ; CODE XREF:

: BaseFiberStart()+12 } p

Teb = dword ptr —20h
ms exc = CPPEH RECORD ptr —18h
StartAddress = dword ptr 8
ThreadParam = dword ptr O0Ch

push 10h

push offset stru 7C80B730
call SEH prolog



. text:7C80B6FE 83 65 FC 00
. text:7C80B702 64 Al 18 00 00 00
. text:7C80B708 89 45 EO
. text:7C80B70B 81 78 10 00 1E 00 00
. text:7C80B712 75 OF
. text:7C80B714 80 3D 08 50 88 7C 00
. text:7C80B71B 75 06
. text:7C80B71D FF 15 F8
. text:7C80B723
. text:7C80B723
]
. text:7C80B723
. text:7C80B723 FF 75 0C
. text:7C80B726 FF 55 08
. text:7C80B729 50
. text:7C80B72A
. text:7C80B72A
. text:7C80B72A E8 C9 09 00 00
. text:7C80B72A
. text:7C80B72A
. text:7C80B72A

12 80 7C

M HIRIE T/ ActiveContextStackPointer,.
FIT LT 28 F2 11 eip SEBr b2 48 ) — B stub,

loc_7C80B723:

loc TC8OB72A:

and
mov
mov
cmp
jnz
cmp
jnz
call

push
call
push

call

~BaseThreadStart@8 endp

lebp+ms exc. disabled], 0

eax, large fs:18h

[ebp+Teb], eax

dword ptr [eax+10h], 1E00h
short loc 7C80B723
~BaseRunningInServerProcess, 0
short loc 7C80B723

ds: imp CsrNewThread@) ; CsrNewThread ()

- CODE XREF: BaseThreadStart (x, x)+20

: BaseThreadStart (x, x)+29 1 j
Lebp+ThreadParam]
lebp+StartAddress]
eax : dwExitCode
: CODE XREF: . text:7C83AB3B 1V j

ExitThread@4  : ExitThread(x)

1E stub B 43AC ActiveContextStackPointer, %8 J5 A48 call ZRFEHATaa HHE,



SR J5 I8 FH RtIExitUserThread, ifi {5 7F StartAddress ret iz, 7] DL E 471 .
AR RGBT IRFE.

mov edi,API RtlExitUserThread
test edi,edi

je DirectRet

7 VRLFH PP SR04 A 2 o it ik
mov eax,var StartAddress

mov ebx,var ThreadParam

push ebx ;ZEMZH
call eax ;ZFERRAGHIAL

;A P AR R G ml I, JRATTAT PR 2R AR
push eax

call API RtlExitUserThread

RS 1 BERA ] e AR — N P SRR e B D8I 7 2k
AR LR, SCFF WOW64.

B2 2 IR 26 A AT R P SRS 2 5, /T LS S st R R BR TR R 71 1
S HPRERREAN—A dI i EE— NIRRT,



SR ST HL 2 R BAOYIE 25 AR AT B0 RGUERE I S 1

B — LA A, IR R L 22, IR U SR B ) 358 i) AL

BN kR
NTSTATUS _BaseCreateStack(IN HANDLE hProcess,OUT INITIAL_TEB* plnitialTeb)
{
NTSTATUS Status = STATUS _UNSUCCESSFUL;
SYSTEM_BASIC_INFORMATION* pSysBasiclnfo = NULL;
ULONG_PTR ulSize = 0;

ULONG_PTR StackReserve = 0;
ULONG_PTR StackCommit = 0;
ULONG_PTR Stack = 0;
BOOLEAN UseGuard = FALSE;
ULONG_PTR GuardPageSize = 0;
ULONG Dummy = 0;

LPFN_ZwProtectVirtualMemory fnZwProtectVirtualMemory = NULL,;
do

{
if ((NULL == hProcess) || (NULL == plnitialTeb) )



xDebugA(("[-] ZEA IER \n™));
break;
}

fnZwProtectVirtualMemory = INIT_ZW_API(ZwProtectVirtualMemory);
if (NULL == fnZwProtectVirtualMemory)
{
xDebugA(("[] 3KHX fnZwProtectVirtualMemory 221 \n™));
break;

}

pSysBasiclnfo = (SYSTEM_BASIC_INFORMATION*)xAlloc(sizeof(SYSTEM_BASIC_INFORMATION));
if (NULL == pSysBasiclnfo)
{

xDebugA(("[-] 177 B 2R T \n™));

break;

}

IERECAAFAE B

Status = ZwQuerySystemInformation(SystemBasicInformation,
pSysBasiclnfo,
sizeof(SYSTEM_BASIC_INFORMATION),
&ulSize

);



if INT_SUCCESS(Status))

{
xDebugA(("[] IR ARG I ALE B I %s \n", Status2Str(Status) ));
break;

}

IR GEERN KA B
StackReserve = SIZE_MB * 1;
StackCommit = SIZE_KB * 64;;

IFEARAZ RIS KT ARAF B RS
if (StackCommit >= StackReserve)
{
IR RAF RN, IMBXR 55
StackReserve = ROUND_UP(StackCommit,1024 * 1024);

}

D55 B DT T R/
StackReserve = ROUND_UP(StackReserve,pSysBasiclnfo->AllocationGranularity);
StackCommit = ROUND_UP(StackCommit,pSysBasiclnfo->PageSize);

1% B Ok B B Y A7

Status = ZwAllocateVirtualMemory(hProcess,
(PVOID*)&Stack,
0,
&StackReserve,



MEM_RESERVE,
PAGE_READWRITE

);

if INT_SUCCESS(Status))

{
xDebugA(("[[] AR RS AT 2RI %s \n " ,Status2Str(Status) ));
break;

}

¥4 TEB

pInitial Teb->PreviousStackBase = NULL;

plnitial Teb->PreviousStackLimit = NULL;

pInitial Teb->AllocatedStackBase = (PVOID)Stack;

plnitial Teb->StackBase = (PVOID)(Stack + StackReserve);

I AR AL B

Stack += StackReserve - StackCommit;

I 75 5 AR TR SEBLAR B B B K
if (StackReserve > StackCommit)
{
1175 1 — T E N R T
Stack -= pSysBasiclnfo->PageSize;
StackCommit += pSysBasiclnfo->PageSize;
UseGuard = TRUE;



I IE ) 73 AR N A
Status = ZwAllocateVirtualMemory(hProcess,
(PVOID*)&Stack,
0,
&StackCommit,
MEM_COMMIT,
PAGE_READWRITE

);

if INT_SUCCESS(Status))

{
xDebugA(("[[I AR EENAE KIY %s \n
break;

}

TR FRT PR A R0
plnitial Teb->StackLimit = (PVOID)Stack;

e R4 T
if (UseGuard)

{

[* Attempt maximum space possible */
GuardPageSize = pSysBasiclnfo->PageSize;

" Status2Str(Status) ));



Status = CALL_API(ZwProtectVirtualMemory)(hProcess,
(PVOID*)&Stack,
&GuardPageSize,
PAGE_GUARD | PAGE_READWRITE,
&Dummy

);

if (INT_SUCCESS(Status))

{
xDebugA(("[-1 VAR BIE LR T SR %s \n ", Status2Str(Status) ));

break;
}

/* Update the Stack Limit keeping in mind the Guard Page */
pinitial Teb->StackLimit = (PVOID)((ULONG_PTR)plnitialTeb->StackLimit + GuardPageSize);

}
} while (FALSE);
xFree(pSysBasiclInfo);

return Status;

¥

NTSTATUS _BaselnitializeContext



IN PEPROCESS Process,
IN BOOLEAN bWow64,
IN PCONTEXT Context,
IN PVOID Parameter,

IN PVOID StartAddress,
IN PVOID StackAddress

)
{
ULONG ulThunkSize = 0;
PVOID pLocal Thunk = NULL; I #Z ) Thunk B4
PVOID pRemoteThunk = NULL; /[l /7 25 ) Thunkd bk
NTSTATUS Status = STATUS_UNSUCCESSFUL;
ULONG ulInfoSize = 0;
do
{
#ifdef _WING4
if (bWow64)
{
pLocalThunk = BaseThreadStartThunk_x86;
ulThunkSize = sizeof(_BaseThreadStartThunk_x86);
}

else



pLocalThunk = BaseThreadStartThunk_x64;
ulThunkSize = sizeof(_BaseThreadStartThunk_x64);

}
#else
pLocalThunk = BaseThreadStartThunk_x86;
ulThunkSize = sizeof(_BaseThreadStartThunk _x86);
#endif

Status = kVirtual AllocEx(Process,
&pRemoteThunk,
ulThunkSize,
MEM_COMMIT|MEM_RESERVE,
PAGE_EXECUTE_READWRITE
);

if (INT_SUCCESS(Status))

{
xDebugA(("[-] 7 thunk P97E 20 \n™));
break;

}

Status = kVirtualWrite(Process,
pRemoteThunk,
pLocalThunk,
ulThunkSize,



&ulinfoSize
);
if INT_SUCCESS(Status))
{
xDebugA(("[-] B thunkFring32<! \n"));
break;

#ifdef WING4

[* Setup the Initial Win32 Thread Context */
Context->Rax = (ULONG_PTR)StartAddress;
Context->Rbx = (ULONG_PTR)Parameter;
Context->Rsp = (ULONG_PTR)StackAddress;
[* The other registers are undefined */

[* Setup the Segments */

Context->SegGs = 0x0028 | 0x0003;
Context->SegEs = 0x0028 | 0x0003;
Context->SegDs = 0x0028 | 0x0003;
Context->SegCs = 0x0030 | 0x0003;
Context->SegSs = 0x0028 | 0x0003;
Context->SegFs = 0x0050 | 0x0003;

[* Set the EFLAGS */



#else

Context->EFlags = 0x3000; /* IOPL 3 */

/* Set the Context Flags */
Context->ContextFlags = CONTEXT FULL;

/* Give it some room for the Parameter */
Context->Rsp -= sizeof(PVOID);

Context->Rip = (ULONG_PTR)pRemoteThunk;

[* Setup the Initial Win32 Thread Context */
Context->Eax = (ULONG)StartAddress;
Context->Ebx = (ULONG)Parameter;
Context->Esp = (ULONG)StackAddress;

[* The other registers are undefined */

[* Setup the Segments */
Context->SegFs = 0x38;
Context->SegEs = 0x20;
Context->SegDs = 0x20;
Context->SegCs = 0x18;
Context->SegSs = 0x20;
Context->SegGs = 0;

[* Set the EFLAGS */



#endif

Context->EFlags = 0x3000; /* IOPL 3 */

/* Set the Context Flags */
Context->ContextFlags = CONTEXT FULL;

/* Give it some room for the Parameter */
Context->Esp -= sizeof(PVOID);

Context->Eip = (ULONG)pRemoteThunk;

xDebugA(("[*] ThreadTrunk = 0x%p \n" , pRemoteThunk ));

Status = STATUS_SUCCESS;

} while (FALSE);

if INT_SUCCESS(Status))

{

if (NULL != pRemoteThunk)

{
kVirtualFree(Process,pRemoteThunk);

pRemoteThunk = NULL;



return Status;

¥
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NTSTATUS kCreateUserModeThread(
IN PEPROCESS Process,
IN BOOLEAN bCreateSuspended,
IN void* pStartAddress, //JT] ) Asithil
IN PVOID pParameter, T 25 ik
IN OUT HANDLE* phThreadHandle,
IN OUT HANDLE* phThreadld

N—r

HANDLE hProcess = NULL;
OBJECT_ATTRIBUTES ObjectAttributes = {0};
NTSTATUS Status = STATUS_UNSUCCESSFUL;
CONTEXT ThreadContext = {0};

HANDLE hThread = NULL;

CLIENT_ID Clientld = {0};

INITIAL_TEB UserStack = {0};

CSR_API_MSG ApiMessage = {0};
BASE_CREATE_THREAD* pCreateThreadRequest = &ApiMessage.Data.CreateThread;

ULONG SuspendCount = 0;



SIZE_T Dummy = 0;
BOOLEAN bWow64 = FALSE;

do
{

if ( (NULL == Process) || (NULL == pStartAddress) )
{

xDebugA(("[-] A IER \n"));

break;
}

if (NULL == INIT_ZW_API(ZwCreateThread) )

{
xDebugA(("[-] 3%HL ZwCreateThread il 2! \n™));
break;

}

if (NULL == INIT_ZW_API(ZwResumeThread) )

{
xDebugA(("[-] 3%XHX ZwResumeThread itk 2! \n™));
break;

}

if (NULL == INIT_ZW_API(ZwTerminateThread) )

{
xDebugA(("[-] 3KEX ZwTerminateThread Hhuhik 2! \n™));



#ifdef _WIN64
kisWow64Process(Process,&bWow64);
#endif

Status = ObOpenObjectByPointer(Process,
OBJ_KERNEL_HANDLE,
NULL,
PROCESS_ALL_ACCESS,
NULL,
KernelMode,
&hProcess

);

if INT_SUCCESS(Status))

{
xDebugA(("[-] FTIFBEFEIIE %s \n", Status2Str(Status) ));
break;

}
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Status = _BaseCreateStack(hProcess,&UserStack);
if INT_SUCCESS(Status))



xDebugA(("[-] Creat UserMode Stack faild %s \n" , Status2Str(Status) ));
break;

}

HRTEEA T B AR B 3

_BaselnitializeContext(
Process,
bWow64,
&ThreadContext,
pParameter,
pStartAddress,
UserStack.StackBase

);

InitializeObjectAttributes(
&ObjectAttributes,
NULL,
OBJ_KERNEL_HANDLE,
NULL,
NULL

);
Clientld.UniqueProcess = PsGetProcessld(Process);

1B LS,



Status = CALL_API(ZwCreateThread)(
&hThread,
THREAD ALL_ACCESS,
&ObjectAttributes,
hProcess,
&Clientld,
&ThreadContext,
&UserStack,
TRUE //4i

);

if INT_SUCCESS(Status))

{
xDebugA(("[-] BIEEZLFERIE %s \n", Status2Str(Status) ));
break;

}

pCreateThreadRequest->Clientld.UniqueProcess = Clientld.UniqueProcess;
pCreateThreadRequest->Clientld.UniqueThread = Clientld.UniqueThread,;
pCreateThreadRequest->hThread = hThread;

I13E Fcsrss, 3F 2,
XA AR [ B 2 A0, FERS 80 ~ 230 msANAE:,
Status = kinformCsrss(Process,
(CSR_API_MSG*)&ApiMessage,
CSR_CREATE_API_NUMBER( BASESRV_SERVERDLL_INDEX,BasepCreateThread),



sizeof(BASE_CREATE_THREAD)
);
if INT_SUCCESS(Status))
{
xDebugA(("[-] i FAcsrss KM %s \n", Status2Str(Status) ));
break;

}

IR B BREHIHAAT.
if ("bCreateSuspended)

{
CALL_API(ZwResumeThread)(hThread,&SuspendCount);

}

xDebugA(("[+] BRI, Pid: %d Tid: %d hThread: 0x%p , #2#Aithl: 0x%p \n",
Clientld.UniqueProcess,
Clientld.UniqueThread,
hThread,
pStartAddress

)

Status = STATUS_SUCCESS;
} while (FALSE);

if INT_SUCCESS(Status))
{



if (NULL != hProcess)

{

NtFreeVirtualMemory(hProcess,
&UserStack.AllocatedStackBase,
&Dummy,

MEM_RELEASE

);

}
if (NULL !=hThread)
{

if (NULL != INIT_API(ZwTerminateThread))

{
CALL_API(ZwTerminateThread)(hThread,Status);

}

ZwClose(hThread);

hThread = NULL;

}

}

if (NULL != hProcess)
{

ZwClose(hProcess);
hProcess = NULL;



if (NULL != phThreadHandle)

{
*phThreadHandle = hThread,;

}

else

{
if (NULL !=hThread)

{
ZwClose(hThread);

hThread = NULL;

}

if (NULL != phThreadld)

{
*phThreadld = Clientld.UniqueThread;

}

return Status;

I F 45 7€ HEREI8 R Csrrss,
NTSTATUS kinformCsrss(
IN PEPROCESS Process,



N—r

IN OUT CSR_API_MSG* pCsrMsg,
IN CSR_API_NUMBER ApiNumber,
IN ULONG ArgLength

NTSTATUS Status = STATUS INVALID PARAMETER,;
ULONG FixArgLength = 0;
HANDLE hCsrPortHandle = NULL;

do
{
if ((NULL == Process) || (NULL ==pCsrMsg) )
{
xDebugA(("[-] ZEAIER! \n"));
break;
}
if (kGetOSVer() >= OS_VISTA)
{
if (NULL == INIT_API(ZwAlpcSendWaitReceivePort))
{
xDebugA(("[-] 3£HL ZwAlpcSendWaitReceivePort Mk 24! \n™));
break;
}
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Status = kGetProcessCsrPortHandle(Process,&hCsrPortHandle);

if (("NT_SUCCESS(Status)) || (NULL == hCsrPortHandle) )

{
xDebugA(("3kHXPort Handle 2% %s \n", Status2Str(Status) ));
Status = STATUS_UNSUCCESSFUL;
break;

}

FixArgLength = ArgLength;

if ((LONG)ArgLength<0)

{
FixArgLength = (ULONG)(-(LONG)ArgLength);
pCsrMsg->PortMessage.u2.s2.Type = 0;

}

else

{
pCsrMsg->PortMessage.u2.Zerolnit = 0;

}
FixArgLength |= (FixArgLength << 16);

if (kGetOSVer() < OS_VISTA)

{
FixArgLength +=  0x2C0010;

¥



else

{
#ifdef _WIN64
FixArgLength += 0x400018;
#else

FixArgLength += 0x280010;
#endif

}

pCsrMsg->PortMessage.ul.Length = FixArgLength;
pCsrMsg->CaptureData = NULL,;
pCsrMsg->ApiNumber = ApiNumber;

if (kGetOSVer() < OS_VISTA)

{

Status = ZwRequestWaitReplyPort(hCsrPortHandle,
(PORT_MESSAGE*)pCsrMsg,
(PORT_MESSAGE*)pCsrMsg

);

}
else
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Status = CALL_API(ZwAlpcSendWaitReceivePort)(
hCsrPortHandle,
0,
(PORT_MESSAGE*)pCsrMsg,
NULL,
(PORT_MESSAGE*)pCsrMsg,
NULL,
NULL,
NULL
);
}

} while (FALSE);

if (NULL != hCsrPortHandle)

{
ZwClose(hCsrPortHandle);

hCsrPortHandle = NULL;
}

return Status;



typedef struct  CSR_API_MSG

{

PORT_MESSAGE PortMessage; //  /*0x00*/

union

{

BASE_API_CONNECTINFO Connectionlinfo; /[Base Api /*0x18*/

struct

{

+
};

CSR_CAPTURE_HEADER* CaptureData; [*0x18*/
ULONG  ApiNumber; [*0x1C*/

NTSTATUS Status; //ReturnValue; [*0x20*/
ULONG Reserved; [*0x24*/
union

{

BASE_CREATE_THREAD CreateThread,; //apiNumber =0 [*0x28*/
BASE_CREATE_PROCESS CreateProcess; /lapiNumber =0

IBX BN T S
ULONG_PTR ApiMessageData[39];
}Data;

}CSR_API_MSG;



RolfEEs
typedef struct _BASE_CREATE_THREAD
{

HANDLE hThread;

CLIENT_ID Clientld;
}IBASE_CREATE_THREAD;
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