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BHHHIE KeUserModeCallback

Z BN H s, ) 7 KeUserModeCallback 175 347 H 2 251 shellcode.

MR T AN L T wow64 N KeUserModeCallback )7 & VA faid 48
FEAREPAT R shellcode.

HiE A 32 7 A 64 frAR R R R A ) KeUserModeCallback #4447 ring3 ACHS K S ABAPEAE T
VRS AT AR E A ringOMsgBox.

{E2 0 SR A% BT TE AR 25 1B) A& — > wowed (1) 33EFE A )URRT 1.
EWZ nt! KeUserModeCallback
-> nt! KiCallUserMode
N RINg3 2 )5, B Fe 21K 1) 7y Kk 42 ntdl64!KiUserCallbackDispatcher
B IR 2 WOW64 2 H 2 T[] CPU M2 x64172 175 EHEHAT AT x86 shellcode 1.

.text: ; NTSTATUS _ stdcall KiUserCallbackDispatcher (ULONG Index, PVOID Argument,
ULONG ArgumentLength)



.text:0000000078E9FDD6 public KiUserCallbackDispatcher

.text:0000000078E9FDD6 KiUserCallbackDispatcher proc near ; DATA XREF: .rdata:off 78F581280
.text:0000000078E9FDD6

.text:0000000078E9FDD6 arg 18 = gqword ptr 20h

.text:0000000078E9FDD6 arg 20 = dword ptr 28h

.text:0000000078E9FDD6 arg 24 = dword ptr 2Ch

.text:0000000078E9FDD6

.text:0000000078E9FDD6 48 8B 4C 24 20 mov rcx, [rsptarg 18]

.text:0000000078E9FDDBR 8B 54 24 28 mov edx, [rsptarg 20]

.text:0000000078E9FDDF 44 8B 44 24 2C mov r8d, [rsptarg 24]

.text:0000000078ESFDE4 65 48 8B 04 25 60 00 00+ mov rax, gs:60h ; rax = PEB
.text:0000000078E9FDED 4C 8B 48 58 mov r9, [rax+58h] ; r9 = KernelCallbackTable
.text:0000000078E9FDF1L 43 FF 14 C1 call gqword ptr [r9+r8*8]

.text:0000000078E9FDF1 KiUserCallbackDispatcher endp ; sp-analysis failed

B2 RGLH E 77 HISh e 2 AT LUE R V)43 wowe4 A3, b i user32!_ClientLoadLibrary.
fE] 5L IDA Z 5, R R G AE e — M D) 4 i 2.

L ClientLoadLibrary A
B4, 3A ntdll64lKiUserCallbackDispatcher ZJ&, call qword ptr [r9+r8*s] IX HfHhhl2
wow64win !'whcbClientLoadLibrary iX HL#( /& x64 HI4CHD.

Ltext:0000000078RA92C3 41 B9 28 00 00 00 mov rod, 28h ; ZHITR/N
Ltext:0000000078BA02CO 45 8B C2 mov r8d, riod ; R R
.text:0000000078BA92CC 41 8D 51 19 lea edx, [r9+19n] ; Wow64 £ [ Apilndex
.text:0000000078BA92D0 48 8D 4C 24 30 lea rcx, [rsp+9FS8h+pContext] ;ZRFEM LT



.text:0000000078BA92D5 E8 2C 69 00 00 call Wow64KiUserCallbackDispatcher

wow64win 'whebClientLoadLibrary N #4k4E5) K | wow64 Wow64KiUserCallbackDispatcher

voilid Wow64KiUserCallbackDispatcher (
OUT PCONTEXT Context, /LR LR, FREAMNE N A
IN LONG ApilIndex, //wow64HJKernelCallbackTableJApiIndex
IN PVOID pParam,
IN ULONG ParamSize

)

wow64 !Wow64KiUserCallbackDispatcher HEEFI S B Z N context XM L,
XA context B REMHM wowed X ) context

.text:0000000078BD8A29 65 48 8B 04 25 30 00 00+ mov rax, gs:30h
.text:0000000078BD8A32 48 05 00 20 00 00 add rax, 2000h
.text:0000000078BD8A38 48 89 44 24 30 mov [rsp+348h+var 3181, rax
.text:0000000078BD8A3D 48 8B 44 24 30 mov rax, [rsp+348h+var 318]
.text:0000000078BD8A42 8B 00 mov eax, [rax]
.text:0000000078BD8A44 89 84 24 18 03 00 00 mov [rsp+348h+var 30], eax
.text:0000000078BD8A4B E8 D8 46 00 00 call RunCpuSimulation

XH) wow64!RunCpuSimulation HZ&—stub, 2Bk 3| wow6dcpu!CpuSimulate

.text:0000000078B625B0 public CpuSimulate



.text:0000000078B625B0 CpuSimulate proc near ; DATA XREF: .text:off 78B63168o0

.text:0000000078B625B0 ; .pdata:0000000078B650B40
.text:0000000078B625B0

.text:0000000078B625B0 var B8 = qgword ptr -0BSh
.text:0000000078B625B0 var_ BO = word ptr -0BOh
.text:0000000078B625B0 var A8 = dword ptr -0AS8h
.text:0000000078B625B0 var A0 = gqword ptr -0AOh
.text:0000000078B625B0 var 98 = word ptr -98h
.text:0000000078B625B0 var 48 = byte ptr -48h
.text:0000000078B625B0 var 40 = gqword ptr -40h
.text:0000000078B625B0 var_ 38 = gqword ptr -38h
.text:0000000078B625B0 var_ 30 = gqword ptr -30h
.text:0000000078B625B0 var 28 = gqword ptr -28h
.text:0000000078B625B0 var 20 = gqword ptr -20h
.text:0000000078B625B0 var 18 = gqword ptr -18h
.text:0000000078B625B0 var 10 = gqword ptr -10h
.text:0000000078B625B0 var_ 8 = gqword ptr -8
.text:0000000078B625B0

.text:0000000078B625B0 48 81 EC B8 00 00 00 sub rsp, 0B8h
.text:0000000078B625B7 48 89 6C 24 78 mov [rsp+0B8h+var 401, rbp
.text:0000000078B625BC 48 89 BC 24 80 00 00 00 mov [rsp+0B8h+var 381, rdi
.text:0000000078B625C4 48 89 B4 24 88 00 00 00 mov [rsp+0B8h+var 301, rsi
.text:0000000078B625CC 48 89 9C 24 90 00 00 00 mov [rsp+0B8h+var 28], rbx
.text:0000000078B625D4 4C 89 A4 24 98 00 00 00 mov [rsp+0B8h+var 201, rl2
.text:0000000078B625DC 4C 89 AC 24 A0 00 00 00 mov [rsp+0B8h+var 18], rl3

.text:0000000078B625E4 4C 89 B4 24 A8 00 00 00 mov [rsp+0BEh+var 10], rl4



.text:0000000078B625EC 4C 89 BC 24 BO
.text:0000000078B625F4 4C 8D 74 24 70
.text:0000000078B625F9 65 4C 8B 24 25
.text:0000000078B62602 4C 8D 3D 47 FE
.text:0000000078B62609 4D 8B AC 24 88
.text:0000000078B62611

.text:0000000078B62611

; TurboDispatchJumpAddressEnd+347

.text:0000000078B62611 41 83 A5 DO 02
.text:0000000078B62619 0F 84 AF 00 00
.text:0000000078B6261F 41 OF 28 85 70
.text:0000000078B62627 41 OF 28 8D 80
.text:0000000078B6262F 41 0OF 28 95 90
.text:0000000078B62637 41 OF 28 9D A0
.text:0000000078B6263F 41 0F 28 A5 BO
.text:0000000078B62647 41 0OF 28 AD CO
.text:0000000078B6264F 41 8B 8D BO 00
.text:0000000078B62656 41 8B 95 AC 00
.text:0000000078B6265D 41 83 A5 DO 02
.text:0000000078B62665 41 8B BD A0 00
.text:0000000078B6266C 41 8B B5 A4 00
.text:0000000078B62673 41 8B 9D A8 00
.text:0000000078B6267A 41 8B AD B8 00
.text:0000000078B62681 41 8B 85 B4 00
.text:0000000078B62688 49 89 A4 24 80
.text:0000000078B62690 66 C7 44 24 08
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00

loc 78B62611:

01

00
00
00
00
00
00

FE

00

mov
lea
mov
lea

mov

and

jz

movaps xmm0, xmmword ptr [rl13+170h]

[rsp+0B8h+var 8], rld
rl4, [rsp+0BSh+var 48]
rl2, gs:30h
rl5, off 78B62450
rl3, [rl2+41488h]

; CODE XREF:
dword ptr [rl13+2D0h], 1

loc 78B626CE
;x64FER !

movaps xmml, xmmword ptr [rl13+180h]

movaps xmm2, xmmword ptr [rl13+190h]

movaps xmm3, xmmword ptr [rl13+1A0h]

movaps xmm4, xmmword ptr [rl3+1B0h]

movaps xmm5, xmmword ptr [rl3+1C0h]

mov
mov
and
mov
mov
mov
mov
mov
mov

mov

ecx, [r13+4+0R0h]

edx, [r13+0ACh]

dword ptr [rl13+42D0h], OFFFFFFFEh
edi, [r13+4+0A0h]

esi, [r13+40A4h]

ebx, [r13+4+0A8h]

ebp, [rl13+0B8h]

eax, [rl3+0B4h]

[r12+4+1480h], rsp
[rsp+0B8h+var BO], 23h



:0000000078B62697
:0000000078B6269E
:0000000078B626A5
:0000000078B626B0O
:0000000078B626B5
:0000000078B626BC
:0000000078B626C1
:0000000078B626C8
:0000000078B626CC
:0000000078B626CE

66
45
41
44
45
4c
45
4C
48

c7
8B
81
89
8B
89
8B
89
CF

44
85
A5
44
85
44
85
04

24
c4
c4
24
Cc8
24
BC
24

20
00
00
10
00
18
00

2B

00

00

00

00

[rsp+0B8h+var 98], 2Bh

r8d,

[r13+0C4h]

dword ptr [r13+40C4h],
[rsp+0B8h+var A8], r8d

r8d,

[r13+0C8h]

[rsp+0B8h+var A0], 8

r8d,

[rsp+0B8h+var B8], r8

[r13+0BCh]

;IRTAIE|x 64

:0000000078B626CE
:0000000078B626CE
:0000000078B626CE
:0000000078B626D5
:0000000078B626DC
:0000000078B626E3
:0000000078B626EA
:0000000078B626F1
:0000000078B626F9
:0000000078B62701
:0000000078B62707
:0000000078B6270A
:0000000078B6270A
:0000000078B62711
:0000000078B62718

41
41
41
41
41
49
41
41
41

41
45
45

8B
8B
8B
8B
8B
89
C7
B8
8E

8B
8B
89

BD
B5
9D
AD
85
A4
46
2B
DO

A5
8D
OE

AO
A4
A8
B8
B4
24
04
00

Cc8
BC

00
00
00
00
00
80
23
00

00
00

00
00
00
00
00
14
00
00

00
00

edi,
esi,
ebx,
ebp,

eax,

; x86MT
[r13+40A0h]
[r13+4+0A4h]
[r13+4+0A8h]
[r13+40B8h]
[r13+40B4h]

[r12+1480h], rsp
dword ptr [rl4+4],
r8d, 2Bh

ss, r8w

assume ss:nothing

00 mov
00 mov
00 FF+ and
mov
00 mov
mov
00 mov
mov
iretqg
loc 78B626CE:
00 mov
00 mov
00 mov
00 mov
00 mov
00 00 mov
00 00 mov
mov
mov
00 mov
00 mov

mov

esp,
rod,
[r14],

[r13+0C8h]
[r13+0BCH]
r9d

23h

OFFFFFEFFh



. text: FF jmp fword ptr [r14] ;XN AKBEETI#Fx861= !

A RBCE R N AR IEN context BAIIGA S MEM A7 4% . 285 IRYE B EARLE) cPU AT B .

OK. FIX B, BN KM 0 RIRFECAIEE T, LA T RBUR M 5 7, Bl —REP AT BL T .
FEPAT wow64 A shellcode,

7B EIX L stub.

—HE 24 stub

1. PsGetProcessPeb i [A] (%5 AE ) PEB.
7 KeCallbackTable ] entry $& [ 341 1) wow64 stub.

2. PsGetProcessWow64Process 35 B £l wow64 =] PEB,
SR 5 AL B FH B WOW64 KeCallbackTable 8 I entry $i 7] 75 B3 4T 1) x86 shellcode.

wow64 R APC

XKUY EF 2 1 R A —Nj A

text: public KiUserApcDispatcher



.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

ZLEFRCHIH T ntdll64! KiUserApcDispatcher X RIAMEEN Apc FIFEHMEAM T —AN/NE, FAEISAZ B BT

0000000078E9FCDO
0000000078E9FCDO
0000000078E9FCDO
0000000078E9FCD5
0000000078E9FCD8
0000000078E9FCDB
0000000078E9FCDF
0000000078E9FCE4
0000000078E9FCE7
0000000078E9FCEC
0000000078E9FCF1
0000000078E9FCF3
0000000078E9FCF5
0000000078E9FCF9

#ifdef WING4

#endif

if (bWow64)

{
/INeg rax

/Ishl rax,2

48
48
4C
48
48
48
4C
48
85
74
48
FF

8B
8B
8B
Cl

8B °©

E7
8B
OF
C9
22
8B
DO

4C
Cl
cc
F9
D9
44

24

18

KiUserApcDispatcher:

mov
mov
mov
sar
mov
neg
mov
shld
test
jz
mov
call

pFixStubAddr = (void*) NEG( (LONG)pFixStubAddr);
pFixStubAddr = (void*) SHL( (LONG)pFixStubAddr,2);

}

; CODE XREEF':
; DATA XREF:

rcx, [rsp+18h]
rax, rcx
r9, rsp

rcx, 2

rdx, [rsp+8]
rcx

r8, [rsp+10h]

rcx, rcx, 20h
ecx, ecx

short loc 78E9FD17
rcx, [rspl

rax

.text:0000000078E9FD07]

.rdata:off 78F581280



TP AR SCACRS A B

113 FFWOWG64 (] KeUserModeCallback , pStartAddress A& F 7 2k
NTSTATUS UserModeCallback(IN void* pStartAddress)
{

NTSTATUS Status = STATUS_UNSUCCESSFUL;

PVOID pKernelCallbackTable = NULL,;

PEB* pPEB = NULL;

UCHAR* pEntryBuffer = NULL;

ULONG  ulEntryBufferSize = 0;

UCHAR* pEntry = NULL,

LONG Apilndex = 0;

ULONG_PTR Dummy_Input = 0;

ULONG_PTR Dummy_Output = 0;

ULONG_PTR Dummy_OutSize = sizeof(ULONG_PTR);
#ifdef _WING4

BOOLEAN bWow64 = FALSE;

PEB32* pWow64 PEB = NULL,;

PVOID pWow64_KernelCallbackTable = NULL;
UCHAR* pWow64Stub = NULL;



ULONG ulWow64StubSize = 0;

UCHAR* pWow64 EntryBuffer = NULL;
UCHAR* pWow64 Entry = NULL,;
LONG nWow64_Apilndex = 0;

#endif

LARGE_INTEGER liStart = {0};
LARGE_INTEGER liStop = {0}:

do
{
#ifdef _WIN64
kIsWow64Process(PsGetCurrentProcess(),&bWow64);

if (bWow64)
{
pWow64 PEB = (PEB32*)PsGetProcessWow64Process(PsGetCurrentProcess());
if (NULL == pWow64 PEB)
{
xDebugA(("[-] wow64 PEB is NULL !'\n"));
break;
}
pWow64_KernelCallbackTable = (PVOID)pWow64 PEB->KernelCallbackTable;
if (NULL == pWow64 KernelCallbackTable)

{
xDebugA(("[-] Wow64 KernelCallbackTable is NULL !'\n"));



break;
}

ulWow64StubSize = sizeof(_KeUserModeCallback_wow64_stub);

I13Z A stubix B3R TR

Status = kVirtual AllocEx(PsGetCurrentProcess(),
&pWow64Stub,
ulWow64StubSize,
MEM_COMMIT|MEM_RESERVE,
PAGE_EXECUTE_READWRITE

);

if INT_SUCCESS(Status))

{
break;

}

RtlICopyMemory(pWow64Stub,
_KeUserModeCallback_wow64 _stub,
ulWow64StubSize

);
ulEntryBufferSize = sizeof(ULONG_PTR) + MAX_INSTRUCTION + sizeof(ULONG_PTR);

IEEI XA LR



pWow64 EntryBuffer = pWow64_KernelCallbackTable;

KeQueryTickCount(&liStart);

IIFEHE L 52 Wow64_KernelCallbackTable XNk i F A N A7
LA 2GTE P
Status = kVirtual AllocNear(
PsGetCurrentProcess(),
&pWow64 EntryBuffer,
ulEntryBufferSize,
SIZE_GB,
MEM_COMMIT|MEM_RESERVE,
PAGE_EXECUTE_READWRITE

);

if INT_SUCCESS(Status))

{
xDebugA(("[-] AL HAE \n™));
break;

}

KeQueryTickCount(&liStop);

xDebugA(("[*] #EZEFER  %dms /£ 0x%p FUTHEE] 0x%p \n",



(LONG)(liStop.QuadPart - liStart.QuadPart) ,
pWow64 KernelCallbackTable,
pWow64 _EntryBuffer

DE

%55
pWow64 Entry = (UCHAR*)Align(pWow64_EntryBuffer, sizeof(ULONG) );

/Entry [r)thiiki5 B pStartAddress
SETULONG32(pWow64 _Entry,0,pStartAddress);

1T H 5 Apilndex
nWow64_Apilndex = CalcKeUserModeCallbackApilndex32(pWow64_Entry,pWow64 _KernelCallbackTable);

I FEnWow64_Apilndex
ReplaceULONG32(pWow64Stub,ulWow64StubSize,0x11111111,(ULONG)nWow64_Apilndex,FALSE);

xDebugA(("[*] pWow64Stub = 0x%p ,nWow64_Apilndex = %d , pStartAddress = 0x%p \n",

pWow64Stub,
nWow64_Apilndex,
pStartAddress

)



#endif

IR EWOWGARR I, 1 SG HHAT B2 X641, 7 EE Bk %
pPEB = PsGetProcessPeb(PsGetCurrentProcess());
if (NULL == pPEB)
{
xDebugA(("[-] peb is null ' \n™));
break;

}
pKernelCallbackTable = pPEB->KernelCallbackTable;

if ((NULL == pKernelCallbackTable) || ("IS_VALID USER_PTR(pKernelCallbackTable)) )

{
xDebugA(("[-13KHL KernelCallbackTable 2! \n™));
break;

}

T L L T
ulEntryBufferSize = sizeof(ULONG_PTR) + MAX_ INSTRUCTION + sizeof(ULONG_PTR);

IbSyERE !
pEntryBuffer = pKernelCallbackTable;

IlpStub X B A7 X BL A WL BRI
liStart.QuadPart = 0;



KeQueryTickCount(&liStart);

IIFEHE §EIE KernelCallbackTableix ANk ) F 77 25 N 77
I Z0AE2GYE FE .
Status = kVirtual AllocNear(
PsGetCurrentProcess(),
&pEntryBuffer,
ulEntryBufferSize,
SIZE_GB,
MEM_COMMIT|MEM_RESERVE,
PAGE_EXECUTE_READWRITE

);

liStop.QuadPart = 0;

KeQueryTickCount(&IliStop);

xDebugA(("[*] ##ZFER  %d ms 7E Ox%p MITH 3] 0x%p \n",
(LONG)(liStop.QuadPart - liStart.QuadPart) ,
pKernelCallbackTable,
pEntryBuffer

DE

if INT_SUCCESS(Status))

{
xDebugA(("[-] PAFSFELRIE! \n™));
break;



%55
pEntry = (UCHAR*)Align(pEntryBuffer, sizeof(ULONG_PTR) );

Apilndex = CalcKeUserModeCallbackApilndex(pEntry,pKernelCallbackTable);

#ifdef WING4

if (bWow64)
{
AT Stub ¥ ik
SETULONG_PTR(pEntry,0,pWow64Stub);  //
}

else

{
Hentry HAE BL#E 2 A8 ZEHAT Y HiL bk
SETULONG_PTR(pEntry,0,pStartAddress);

}

#else

Hentry FEL EL 3l A2 AR PAAT i sl B — ik
SETULONG_PTR(pEntry,0,pStartAddress);



#endif

_try
{
Dummy_OutSize = sizeof(ULONG_PTR);

IIshellcodei& [B] T, iX /> ek £ A" 22 1k [1]

KeUserModeCallback(Apilndex,
(PVOID*)&Dummy_Input,
sizeof(Dummy_Input),
(PVOID*)&Dummy_Output,
&Dummy_OutSize

);

Status = STATUS_SUCCESS,;

}
__except(EXCEPTION_EXECUTE_HANDLER)

{
Status = STATUS_UNSUCCESSFUL;

xDebugA(("[-] Call Ring3 &4 5! %d \n" , GetExceptionCode() ));
}

} while (FALSE);



if (NULL != pEntryBuffer)

{
kVirtualFree(PsGetCurrentProcess(),pEntryBuffer);
pEntryBuffer = NULL;
}
#ifdef _WIN64

if (NULL != pWow64_EntryBuffer)

{
kVirtualFree(PsGetCurrentProcess(),pWow64_EntryBuffer);
pWow64 EntryBuffer = NULL;
}
#endif

return Status;

xSpy@BinVul.com
XSpy@Vxjump.net
20170724
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