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http://news.kaspersky.com.cn/news2016/08n/16080
8.htm

| Jik 72, Backdoor.Remsec indicators of
compromise
http://www.symantec.com/content/en/us/enterprise
/media/security response/whitepapers/Symantec Re
msec 10Cs.pdf



http://news.kaspersky.com.cn/news2016/08n/160808.htm
http://news.kaspersky.com.cn/news2016/08n/160808.htm
http://news.kaspersky.com.cn/news2016/08n/160808.htm
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/Symantec_Remsec_IOCs.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/Symantec_Remsec_IOCs.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/Symantec_Remsec_IOCs.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/Symantec_Remsec_IOCs.pdf
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BUS manager stage 1 : bootstrap library

MD5:2A8785BF45F4F03C10CD929BB0685C2D
52736

DLL 32 9.0 2009.07.14 01:07:24
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« Loader :This description is based on the analysis of
the file with the MD5 hash of
2a8785bf45f4f03¢c10cd929bb0685c2d which was
seen with the file name of MSAOSSPC.DLL. As
mentioned, the loader is responsible for loading files
from disk and executing them

« Persistence : The loader is implemented as a (fake)
Security Support Provider. Implementing the export
of InitSecuritylnterfaceW effectively functions as a
loadpoint for the module.
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1 TimeDateStamp 00000108 4 4A5BDA4C [E— 7H 14 09:07:24 2009

2 ITW BJ[E] :

First seen ITW 2009-07-14 01:15:44 (X HJEIREERESLIE ?)
First submission 2016-04-06 14:28:07

Last submission 2016-08-16 14:58:29

3 fmiFeEs
Microsoft Visual C++ ver. 6/7 DLL Linker 9 - MS Visual Studio 2008

4 SSPIRRSSTRMHHIEIR
5 Description AOL Client for 32 bit platforms

6% R FREs%, ADLER32,RC5/RC6 / ZLIB
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Kaspersky

Kingsoft
Malwarebytes

McAfee
McAfee-GW-Edition
Microsoft

MicroWorld-eScan

NANO-Antivirus

HEUR:Trojan.Multi.R
emsec.gen

9.221.19209

15.0.1.13

2013.8.14.323
2.1.1.1115
6.0.6.653

v2015

1.1.12603.0

12.0.250.0

1.0.18.7201
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20160404

20160406

20160406
20160406
20160406

20160406

20160406

20160406

20160406
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McAfee RDN/Generic.dx 6.0.6.653 20160804
McAfee-GW-Edition Artemis!Trojan v2015 20160804
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0000BCC1 4800D6C1 0 AcquireCredentialsHandleW

O00O00BCA7 4800D6A7 0 AcquireCredentialsHandleA T

0000BC91 4800D691 0 AcceptSecurityContext P E
0000BCDB 4800D6DB 0 ApplyControlToken

OOOOBE7A 4800D87A 0 VerifySignature

0000BE64 4800D864 0 RevertSecurityContext E
OOOOBE4A 4800D84A 0 QuerySecurityPackagelnfoW ﬁ—
O0O00BE30 4800D830 0 QuerySecurityPackagelnfoA

OO00OBE18 4800D818 0 QueryContextAttributesW

OO00BEOO 4800D800 0 QueryContextAttributesA ﬁ
0000BDF2 4800D7F2 0 MakeSignature

0000BDD7 4800D7D7 0 InitializeSecurityContextW

0000BDBC 4800D7BC 0 InitializeSecurityContextA \
O0O00BDAS5 4800D7A5 0 InitSecuritylnterfaceW

O0O00OBD8E 4800D78E 0 InitSecuritylnterfaceA

0000BD73 4800D773 0 ImpersonateSecurityContext 7
0000BD5D 4800D75D 0 FreeCredentialsHandle I/ \l
0000BD4B 4800D74B 0 FreeContextBuffer

0000BD30 4800D730 0 EnumerateSecurityPackagesW ﬂé
0000BD15 4800D715 0 EnumerateSecurityPackagesA &
O0O00BCFF 4800D6FF 0 DeleteSecurityContext 9
OO00BCED 4800D6ED 0 CompleteAuthToken
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Security Support Provider Interface:

Sl

U
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(SSPI) A common interface between transport-level
applications, such as Microsoft Remote Procedure
Call (RPC), and security providers, such as Windows
Distributed Security. SSPI allows a transport
application to call one of several security providers
to obtain an authenticated connection. These calls
do not require extensive knowledge of the security
protocol's details.
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https://technet.microsoft.com/en-us/library/bb742535.aspx

DIIHandle = (void *)LoadLibrary(TEXT("security.dll");

INIT_SECURITY_INTERFACE InitSecuritylnterface;
PSecurityFunctionTable Securitylnterface = 0;
SecPkginfo PAPI * SecurityPackages;

DWORD NumOfPkgs;
SECURITY_PROVIDER_INFO PAPI * List;

InitSecuritylnterface = GetProcAddress(DIIHandle,
SECURITY_ENDPOINT);


https://technet.microsoft.com/en-us/library/bb742535.aspx
https://technet.microsoft.com/en-us/library/bb742535.aspx
https://technet.microsoft.com/en-us/library/bb742535.aspx
https://technet.microsoft.com/en-us/library/bb742535.aspx
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e https://github.com/gentilkiwi/mimikatz/blob/bb371c2
acba397b4006a6cddc0f9ce2b5958017b/mimilib/kssp.c

« HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Co

_ -\ __\, :
J Autoruns [J|feng-PC\J|#eng] - Sysinternals: www.sysinternals.com

File Entry Options User Help

d 2 #
3 Eventhing | 24 Logon 4 Exglorer | @ htemetBxplorer | () Scheduled Tasks | 4% Senvices Drivers | [0 Codecs | 7 BootBxecute | [ Image Hijacks
& Winsock Providers - Frint Monitors ¥ L5A Providers L Network Providers
futorun Entry [, Publizher Inage Path Timestamp
' HELN\STSTEN! CurzentControlSet\Control\Lsa\ Secur ity Packages 2016/8/22 22:29
V| & FakePSnodulel. dll e rindowshayatend2\f akeps-modulel. d11 2016/8/22 17:02

e tspkg
 Pku2u ; FakePS-modulel.dll


https://github.com/gentilkiwi/mimikatz/blob/bb371c2acba397b4006a6cddc0f9ce2b5958017b/mimilib/kssp.c
https://github.com/gentilkiwi/mimikatz/blob/bb371c2acba397b4006a6cddc0f9ce2b5958017b/mimilib/kssp.c
https://github.com/gentilkiwi/mimikatz/blob/bb371c2acba397b4006a6cddc0f9ce2b5958017b/mimilib/kssp.c
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Distributed Applications:
Java Apps, DCOM Apps, Infernet Apps

v v v

DCOM WinSock 2.0 Interface
I I Winlnet
SSPI-TCPR/IP
RPC Provider

Security Support Provider Inferface (SSPI)

NTLM SSP Kerberos SSP SSLSSP




SSPIER 2 1) VA A 98 £

%’ﬁﬁﬁ@lﬁ, 5 N\sspi.h (secure32. dII->secur|tydII > sspicli.dll
(XHE 2 EEE’J;&I}Q, EEETEW%E’J*/\%Q tljtt'&l%)

— ML & InitSecurityInterface IPEERTE R4 H

c:\Windows\System32\credssp.dll 22,528 2014/10/29 09:27 -
2:_{Windows\5ystem32\dbgeng.dll 4,417,536 2015/04/02
(c):i.\lz\/(i)nd?v_v_s\Systemﬂ\dbnetlib.dll 130,560 2014/10/29
g:({.\;‘\rlzind?v_v_s\System32\dnsapi.dII 657,920 2014/11/0509:44 -
q—

=H
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External symbol
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| Fzeudocod:--

| Fzeudocod:-

| m Strings win"" | Fzeudocad -

AcceptSecurityContext
AcquireCredentialsHandles
AcquireCredentialsHandle\W
ApplyControlToken
CompleteAuthToken
DeleteSecurityContext
DIEntryPaint
EnumerateSecurityPackagesA

EnumeratefecurityPackages\W

FreeContextBuffer
FreeCredentialsHandle
ImpersonateSecurityContesxt
InitSecuritnterfaceA
InitSecuritlnterface'y
InitializeSecurityContexts
InitializeSecurityContextW
MakeSignature
QueryContextAttributesA
QueryContextAttribute s\
QuerySecurityPackagelnfol
QuerySecurityPackagelnfoll
RevertSecurityContext
YerifySignature

| Fzeudocod:--
-~

Address

48001504
48001213
48001213
480017 C5
48500170C
48001750
48008335
4800124F
480014448
4850017CD
480013F2
480017E1
48001200
48001A5C
48001928
48001928
48001858
480012ES
485001654
4800136E
48001429
480017E1
48001848

Ordinal

main entry]
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e SECURITY_STATUS _ stdcall
CompleteAuthToken(PCtxtHandle phContext,
PSecBufferDesc pToken)

* {
* return O;

*

(iq
4
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SECURITY_STATUS __ stdcall
AcquireCredentialsHandleW(LPWSTR pszPrincipal, LPWSTR
pszPackage, unsigned __ int32 fCredentialUse, void
*pvLogonld, void *pAuthData, SEC_GET _KEY_FN
pGetKeyFn, void *pvGetKeyArgument, PCredHandle
phCredential, PTimeStamp ptsExpiry)

{
return A_atomic_3(ptsExpiry, fCredentialUse,
(int)pAuthData, (int)phCredential);

}
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 BLOCK "StringFilelnfo"

{
BLOCK "040904b0"

{

VALUE "CompanyName", "Microsoft Corporation"

VALUE "FileDescription”, "AOL Client for 32 bit platforms"

VALUE "FileVersion", "6.00.7755"

VALUE "InternalName", "MSAQOSSPC"

VALUE "LegalCopyright", "Copyright © 1995-1996 Microsoft
Corporation”

VALUE "OriginalFilename", "MSAOSSPC.DLL"

VALUE "ProductName", "Microsoft® Internet Services"

VALUE "ProductVersion", "6.00.7755"

}
}
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.rdata:4800B14C 41 4F 4C00  Str2 db 'AOL',0 ; DATA XREF:
EnumerateSecurityPackagesA+4o0

.rdata:4800B14C ; QuerySecurityPackagelnfoAo
.rdata:4800B150 41 4F 4C 20 53 65+aAolSecurityPac db 'AOL Security Package',0
.rdata:4800B150 63 75 72 69 74 79+ ; DATA XREF:
QuerySecurityPackagelnfoA+650

.rdata:4800B165 00 00 00 align 4

.rdata:4800B168 44 65 66 61 75 6C+aDefaultUser db 'Default user',0 ; DATA XREF:
QueryContextAttributesA+630

.rdata:4800B175 00 00 00 align 4

.rdata:4800B178 ; WCHAR pszPackageName

.rdata:4800B178 pszPackageName: ; DATA XREF:
EnumerateSecurityPackagesW+40

.rdata:4800B178 ; QuerySecurityPackagelnfoW+1o
.rdata:4800B178 41 00 4F 00 4C 00+ unicode 0, <AOL>,0

.rdata:4800B180 aAolSecurityP_0: ; DATA XREF:

QuerySecurityPackagelnfoW+6Co
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* https://en.wikipedia.org/wiki/AOL_ Mail

e E[EHELZ (AOLInc., HiE74A5: American
Online, AOL) , FA M BB ARG IRALE,
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https://en.wikipedia.org/wiki/AOL_Mail
https://en.wikipedia.org/wiki/AOL_Mail
https://en.wikipedia.org/wiki/AOL_Mail
https://en.wikipedia.org/wiki/AOL_Mail
https://en.wikipedia.org/wiki/AOL_Mail
https://en.wikipedia.org/wiki/AOL_Mail
https://en.wikipedia.org/wiki/AOL_Mail
https://en.wikipedia.org/wiki/AOL_Mail
https://en.wikipedia.org/wiki/AOL_Mail
https://en.wikipedia.org/wiki/AOL_Mail
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int _ fastcall sub_48002677(int al, DWORD *a2)

int result; // eax@5

if ( (unsigned int)" @SUVWATAUAVAWH1{Z >= (unsigned int)nullsub_2
|| (unsigned int)((char *)nullsub_2 - (char *)"@SUVWATAUAVAWH1{%) > 0x800 )
{

result = 0;

}

else

{
if (a2)

*a2 = (char *)nullsub_2 - (char *)" @SUVWATAUAVAWH1%;
result = (int)"@SUVWATAUAVAWH1Z;

return result;

}
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https://social.technet.microsoft.com/Forums/en-US/9¢9a0898-f335-4d42-ab5f-5aa972400be0/strange-
repeating-strings-in-multiple-files-possible-virus?forum=w7itprosecurity

https://forums.malwarebytes.org/topic/157201-trojan-or-virus-doing-weird-things-to-files/



https://social.technet.microsoft.com/Forums/en-US/9c9a0898-f335-4d42-ab5f-5aa972400be0/strange-repeating-strings-in-multiple-files-possible-virus?forum=w7itprosecurity
https://social.technet.microsoft.com/Forums/en-US/9c9a0898-f335-4d42-ab5f-5aa972400be0/strange-repeating-strings-in-multiple-files-possible-virus?forum=w7itprosecurity
https://social.technet.microsoft.com/Forums/en-US/9c9a0898-f335-4d42-ab5f-5aa972400be0/strange-repeating-strings-in-multiple-files-possible-virus?forum=w7itprosecurity
https://social.technet.microsoft.com/Forums/en-US/9c9a0898-f335-4d42-ab5f-5aa972400be0/strange-repeating-strings-in-multiple-files-possible-virus?forum=w7itprosecurity
https://social.technet.microsoft.com/Forums/en-US/9c9a0898-f335-4d42-ab5f-5aa972400be0/strange-repeating-strings-in-multiple-files-possible-virus?forum=w7itprosecurity
https://social.technet.microsoft.com/Forums/en-US/9c9a0898-f335-4d42-ab5f-5aa972400be0/strange-repeating-strings-in-multiple-files-possible-virus?forum=w7itprosecurity
https://social.technet.microsoft.com/Forums/en-US/9c9a0898-f335-4d42-ab5f-5aa972400be0/strange-repeating-strings-in-multiple-files-possible-virus?forum=w7itprosecurity
https://social.technet.microsoft.com/Forums/en-US/9c9a0898-f335-4d42-ab5f-5aa972400be0/strange-repeating-strings-in-multiple-files-possible-virus?forum=w7itprosecurity
https://social.technet.microsoft.com/Forums/en-US/9c9a0898-f335-4d42-ab5f-5aa972400be0/strange-repeating-strings-in-multiple-files-possible-virus?forum=w7itprosecurity
https://social.technet.microsoft.com/Forums/en-US/9c9a0898-f335-4d42-ab5f-5aa972400be0/strange-repeating-strings-in-multiple-files-possible-virus?forum=w7itprosecurity
https://social.technet.microsoft.com/Forums/en-US/9c9a0898-f335-4d42-ab5f-5aa972400be0/strange-repeating-strings-in-multiple-files-possible-virus?forum=w7itprosecurity
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https://social.technet.microsoft.com/Forums/en-US/9c9a0898-f335-4d42-ab5f-5aa972400be0/strange-repeating-strings-in-multiple-files-possible-virus?forum=w7itprosecurity
https://social.technet.microsoft.com/Forums/en-US/9c9a0898-f335-4d42-ab5f-5aa972400be0/strange-repeating-strings-in-multiple-files-possible-virus?forum=w7itprosecurity
https://social.technet.microsoft.com/Forums/en-US/9c9a0898-f335-4d42-ab5f-5aa972400be0/strange-repeating-strings-in-multiple-files-possible-virus?forum=w7itprosecurity
https://social.technet.microsoft.com/Forums/en-US/9c9a0898-f335-4d42-ab5f-5aa972400be0/strange-repeating-strings-in-multiple-files-possible-virus?forum=w7itprosecurity
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switch (v79 & 3)
{
case 1lu:
*(_DWORD *)(v2 +76) =
*(_DWORD *)(v2 + 84) =
*(_DWORD *)(v2 + 80) =
*(_DWORD *)(v2 + 88) =
*(_DWORD *)v2 = 18;
break;
case 2u:
*(_DWORD *)v2 = 15;
break;
case 3u:
*(_DWORD *)(vl1 +24) =
*(_DWORD *)v2 =27,
break;

—

Ll

1.

&unk_4800BDO0O0;
9,
&unk_4800C500;
5,

"invalid block type";
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http://dlib.net/dlib/external/z

lib/inflate.c.html

-


http://dlib.net/dlib/external/zlib/inflate.c.html
http://dlib.net/dlib/external/zlib/inflate.c.html
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FH 2 B — P JRA A

case 1: /* fixed block */
fixedtables(state); Tracev((stderr, "inflate: fixed codes block%s\n",

State—>|ast ? n (Iast)ll : llll));
state->mode = LEN_; /* decode codes */

if (flush ==Z_TREES) {
DROPBITS(2); goto inf_leave; }

break;
case 2: /* dynamic block */

Tracev((stderr, "inflate: dynamic codes block%s\n",

state->last ? " (last)" : ""));

state->mode = TABLE; break;
case 3:

strm->msg = (char *)"invalid block type";

state->mode = BAD;


http://dlib.net/dlib/external/zlib/inflate.c.html
http://dlib.net/dlib/external/zlib/inflate.c.html
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* void A _write_log_to_dir()
{
const char *v0; // eax@2
CHAR ExistingFileName; // [sp+0h] [bp-210h]@2
char Dest; // [sp+104h] [bp-10Ch]@2
char v3; // [sp+207h] [bp-9h]@2
char Dst; // [sp+208h] [bp-8h]@2

if (dword_4800E208 )
{
A_Unknown_Maybe_get_filename_call(&ExistingFileName);,
vO = (const char *)A_Unknown_Maybe_get_filename((int)"#2:2% UREEtEE.", &Dst, 6, 1);
snprintf(&Dest, 0x103u, v0, &ExistingFileName, dword 4800E218);
v3=0;
if ( A_write_file_some_call1(&Dest) || GetLastError() ==2)

if ( MoveFileA(&ExistingFileName, &Dest) )

if (++dword_4800E218 > dword_4800E208 )
dword_4800E218 = 1;
}
}
}
}
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* .rdata:4800C8B0 8B 96 8D A8 90 8D+alLcnirnpMmRtin db'’
B0 175 B = VB MR B E" . DATA XREF: sub_48001C5C+270
.rdata:4800C8C2 FF db OFFh
.rdata:4800C8C3 FF db OFFh
.rdata:4800C8C4 9E 9A 8D BC 9A AD+aUNNLLrtNcliu db'
Vi o BE IR TR LR 3R . DATA XREF: sub_48001DB4+9Eo
.rdata:4800C8D6 FF db OFFh
.rdata:4800C8D7 FF db OFFh
rdata:4800C8DS8 8D BC 8B B1 9A 8B+aNLLuNcliu db'E
ML TRVE TS AR - DATA XREF: sub_48001DB4+14A0
rdata:4800C8E6 FF db OFFh
rdata:4800C8E7 FF db OFFh
.rdata:4800C8ES 8D BC 8B B1 9A 8B+aNLLuNclzlu db'5
MR TR S ER VR . DATA XREF: sub_48001DB4+1380
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A decode_ buffer by APl Name(
&ProcName, L .
(_DWORD *)" b 7 4% s A 15 Bl VA i o, B B R 1% B
13 5 B TR T S A U B B R 1 AR A el VR kernel32");
v8 = (unsigned int)GetProcAddress(v6, &ProcName);
if (1v8)
return O;
if (!dword 4800E25C)
{
if ( A_find_sepcial char((unsigned int)v6, v8)
|| (A_decode buffer by APl Name(&v1],
&unk_4800C954), sub_48003C15(&v11)))
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_BYTE *__usercall A_decode_buffer by APl _Name@<eax>(_BYTE *result_buff@<eax>,
_DWORD *buff@<edx>){
sighed intv2; // esi@1
intv3; // ecx@2
unsigned int v4; // ecx@?2
v2 =0;
do {
v3 = ~*puff;
++buff;
v4 = byteswap_ulong(v3);
do {
if ((_BYTE)v4 )
*result_buff++ = v4;
else
v2=1;
v4 >>= 8;
}
while (v4); }
while ( v2);
*result_buff = 0;
return result_buff;



< N
i % FAint2E 1 FH ST H
In )FL J ==Y LL] J[J
-text:48083E19
-text:48003E1? loc_ 4BPA3IE17: ; CODE XREF: A_Fake MHtCall x1+207j
-text:-48A03E10 push [ebp+arg_28]
-text:-48A803E1C push [ebp+arg_-C]
-text:-48A03E1F push [ebp+arg_18]
-text:-48AQ3E22 push 8
-text:-48003E2Y4 push 1
-text:-480A03E26 push [ebp+arg_18]
-text:-48AQA3E2D push [ebp+arg_8]
-text:-48A03E2C push [ebp+arg_4]
-text:-48AB3EZF push [ebp+arg_A]
-text:48083E32 push 1FFFFFh
-text:48883E37 push esi
-text:48083E38 call A_int2E
-text:48003E3D leave
-text:48003E3E retn
-text:-48003E3E A Fake MtCall x1 endp
-text:48080987C A_int2E proc near ; CODE XREF: A_Fake_HtCall_xz1+a1Tp
-text:4800987C
-text:-48A0987C arg @ = byte ptr 4
-text:4800987C
-text:-4800087C mou eax, dword LEOBEG1E
-text-48009881 1lea edx, [esp+arg_ 8]
-text: 48009885 int 2Eh ; DOS 2+ ipternal - EXECUTE COMHAMD
-text:-4800A0885 ; DS:5I -> counted CR-terminated command string
-text 48009887 retn 2Ch
-text:48009887 A_int2E endp

fovtr=hROOOoRa7
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1 28— 1 s B2 7 2 13 B0 B (8] HE B AE 20094 .

2 WIN7H#EE R 24 H IR B [E] /& 20094 .

3 U, 4R ZHAGHA AR WINXPHI RA AN
¥, winZ N4, &7 —34 Ewin2000.

MAEWIN20007 )5 mepLj):f%é}EEl’J%é}Eﬁ
JHUVH T int2e, SCASYSENTERTE 4




iKUNR

Win2000H8 1]

S

/ Uer32 dll Advapi32.dll
Gdi32.dll \ / crtd. dll
Ty EKemel32.dll |[e—
¥
3 Mednan g
i#Eid INT 2eh HHE APER
¥ AEETL
Ntoskrnl. exe K
haldll : bootvid.dll

(B
AA7830AR ~% B8 20000000 mov eax,2e
BE7BADAD|| . BDS42L A4 lea edx,dword ptr ss:[esped]
Borgape1|| . CD 2E int 2E —/——— L] £
ae7aape3|L. ©2 2com FEER 2c TR AR AN E
BOTEIDDS | % 57 push edi
HUFB3DBT || . BBFC24 BC mov edi,dword ptr ss:[esp+C]
AR7B3DBE|| . 8BS424 A8 mow eds,dword ptr ss:[esp+8]
BE7BADBF|| . C7H2 DOABBADA mov dword ptr ds:[edx],@
BEFHIDCS ] - B9FR By mov dword ptr ds:[edx+h],edi
ARTRADCE || .  @BFF or edi,edi
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1 Ui B B By H A 2 408 3 win2000H
MLES

e 2 =) FH—ER, XA RIS ]
7 20095F 1 A] BE P AE 5 R

v7 = (unsigned __int8)GetVersion();
v8 =Vv7 < 6;
if (v7>=6)
v9 = A_Fake NtCall_x1_x(0, a1, 0, a2, a3, a4, a5, a6, (int)&v17);
else
v9 = A_Gen_syscall somevalue_x(al, 0, a2, a3, a4, a5, a6, a7, (int)&v17, (int)&v14);
v10 =v9;
if (v9)
return O;
if (v8 && v15 && v16 && A Get_Ntdll_API x5 something((int)&v14, a1, v9)
|| (a7 & 1)
&& (1(a7 & 4) ? (v12 = A_Get_Ntdll_API_x6_something(v10)): (vl2 = A_Use_Csrss_call_API(al, (HANDLE)v10, (int)&v17)),




Bj7 1EH% HIPS s 34

o ANFEIEH HIAPI I HRE
o i — 1 FakeNtCallfF]F&

o %ilum,

* (ring3)
* CreateProcess->CreateProcessW-
>ntCreateProcess/zwCreateProcess ->SSDT Dispatcher (kernel)

\|/
hooked by HIPS



— PRI 1) NTcallﬁfE

LONG __ declspec(naked) NtCall[DWORD Functionindex,DWORD ClassIindex,..

{

__asm
{

push ebp

mov ebp,esp

mov eax,Functionindex

mov ecx,Classindex

lea edx,[ebp+0x10]

call fs:[0xCO] // - > KiFastSystemcCall

add esp,0x4

leave

retn

FAIN—DTT IS, BB NTLRY 465 F
HoHEa—MNMARAKAND S, HBEAA.

575 1E %% HIPS hook,
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if (A_Get_Kernel32_API())
{
v7 = GetModuleHandleA("ntdIl");
if (Iv7)
return 0;
A_decode_buffer_by APl _Name(&ProcName, *(void **)((char *)&off 4800C9F8 + v1));
v8 = GetProcAddress(v7, &ProcName);
if (1v8 || *(_BYTE *)v8 1=-72)
return 0;
v5 = *(_DWORD *)((char *)v8 + 1);
}
else
{
A_decode_buffer_by_API_Name(&ProcName, *(void **)((char *)&off_4800C9BC + v1));
v6 = A_magic_code_CALL2((int)&ProcName);
if (Iv6 || *(_DWORD *)v6 = 0xB8D18B4C) // & *fx64°F-&
return 0;
v5 = *(_DWORD *)(v6 + 4);
}
if (v5)
goto LABEL_Y;

https://src.chromium.org/svn/releases/4.0.223.9/src/sandbox/wow_helper/service64_resolver.cc



https://src.chromium.org/svn/releases/4.0.223.9/src/sandbox/wow_helper/service64_resolver.cc
https://src.chromium.org/svn/releases/4.0.223.9/src/sandbox/wow_helper/service64_resolver.cc

1% GetProcAddress & H ) R 2

PSecurityFunctionTableW stdcall InitSecuritylInterfaceW()
{
struct SECURITY FUNCTION TABLE W =u@; // esi@1
struct OSUERSIONINFOW VersionInformation; /7 [sp+4h] [bp-114h]@1

vl = 8;
Uersioninformation.dwdSUersionInfoSize = 276;
if { GetVersionExW({&UersionInformation) }

{
if { VersionInformation.dwPlatformId == 2 )
1
if { A_AA_HainD11() )}
return {FPSecurityFunctionTableW)&SSPI _FuncTablelList;
¥
else if { Uersioninformation.dwPlatformId == 1 )
{
return (PSecurityFunctionTablelW)}&SSPI_FuncTablelist;
H
¥

return viA;

s



1% GetProcAddress & H ) R 2

o HA_AA_ MainDIl B AT B 2 3O, $RATS
5 NKE HFlog, INEEEEAE.

H AR LiDB 14,
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-|__declzpeci{dllexport)int InitializeSecurityContextWi)
1
int v = 0;
_OSVERSIONINEOW VerzionInformation;
TerzionInformation. dwlSVersionInfoSize = 276;
if (GetVersionExWihVerzionInformation))

{
if (VersionInformation. dwPlatformId == 2}
{
if (4 A4 MainD11())
return (int)&g Fake SSPI[0] ;
i
glze if (VerzionInformation. dwPlatformId == 1}
{
return (intlhg Fake SSPI[0] ;
i
1
return wi;

return (int)&g Fake SSPI[0] ;

-|__declzpec(dllexport)int Verif¥Signature()

i
return g Fake Global[l];
I

-|__declzpeci{dllexport)int LcquireCredentialsHandleW()

1
return g_Fake Global[4];
H

-|__declspec{dllexport)int AcquireCredentialsHandled ()

/\‘E—IJ?

ik X 9
< U~ U4 .

Ordinal Function RVA Marme Ordinal | Name RWA Mare

(nFunctions) Dword Ward Dword szANs|

00000001 ooool2co o000 00002347 PAcceptSecurityContext@ EYAH..
00000002 000012B0 o001 000023C5 PhcquireCredentialsHandle A@...
00000003 00001240 0oz 000023E7 hcquireCredentialsHandleWd...
00000004 00001240 o003 00002409 tApplyControlToken@@YAHXZ
00000005 00001320 ooo0a 00002423 ?CompleteAuthToken@@YVAHXZ
00000006 00001340 0005 00002430 ?DeletefecurityContext@@YAH...
00000007 00001350 0006 00002458 ?EnumerateSecurityPackagesh...
00000008 00001340 0007 0000247E ?EnurmerateSecurityPackagesW..
00000009 00001330 o008 00002441 ?FreeContextB uffer@ @Y AHXZ
0o00000A 00001320 o009 000024BB ?FreeCredentialsHand|e@@YA..
00000008 00001310 000A 00002409 mpersonateSecurityContext@..,
Jooooooc 00001300 oo 000024FC MnitSecuritylnterface A@@YAHXZ
0oooo00oD 000012F0 aooc 00002518 nitSecuritylnterface\W@ @Y AH...
0000000E 000012F0 oooD 00002534 nitializeSecurityContextADEY..,
0000000F 00001220 000E 00002550 nitializeSecurityContextW@ @...
00000010 000012F0 000F 00002580 *MakeSignature @@YAHXE
00000011 000012ED 0010 00002596 QueryContextittribute sA@EY...
00000012 00001290 0011 00002586 QueryContextittribute s\Wil@...
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A total

SHAZ256: 60c4f332cc122ed4bab9cdfal114ciBe2ededdfedbaald072d7 Talacet96eb60a
File name: MSAOSSdI
Detection ratio.  1/55

Analysis date: 2016-08-22 07:59:44 UTC ( 18 hours, 37 minutes ago )

Analysis @, File detail © Additional information @ Comments o ) Votes

Antivirus Result
CAT-QuickHeal (Suspicious) - DNAScan
AlLYac ]

AVG ]

Update

20160822

20160822

20160822

@)
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services.exe K IIE -

ﬂ ¥32dbg - File: services.exe - PID: F28 - Module: ms.dil - Thread: 514 [
File View Debug Plugins Favourites Options Help Jul @ 2016
COE S0t teBLemggacrsey B P2eeh nLE9ER 220

B v |4 Log | |} Notes | @ Breakpoints | B Memory Map | () Call Stack | &7 SEH | o] Seript | & symbols | < Source | - References | S Threads | %/ Snowman | i Handles ‘

+T48001169] 30 push eax N "ﬂ Tk
E8 46 37 00 00 call ms.48004905 L
1P| 83 C4 14 add esp,14 | | eax 00000000
|| 480011c2 85 O Test eax,eax EEX  7EFDBO00
r----+|480011c4| ~ OF B4 81 00 00 00 | je ms.4800124B ECX  001DEC2C L"Failed to open module c:\\System volume Information\\_restore{ED650925-A32C-4£9C-6
I #480011cA 53 push ebx EDX 00000003
| *|480011CB E8 C1 FE FF FF call ms.48001091
3 +| 48001100 88 D8 mov ebx,eax - Default (tdal) T
Kl 0 | ' |17 Tesp+4] 0olorénc
ms. 48004905 2: [esp+8] 001DFGD8
3: [esp+C] 001DFGDO
.text:48001184 ms.d11:3116A #58A 4: [esp+10] 001DF6C4
]
[[ETY] 001DF6D4
4 Dump 1 ‘ &4 Dump 2 ‘ s Dump 3 | 4 Dump 4 | @4 Dump 5 | €3 Watch 1 ‘ 5c DOLDF 6D
Address |Hex ASCII ||| 001DF5E0| 001DF6D8
001DEC2C |46 00 61 00|69 00 6C 00|65 00 64 00 20 00 74 00|F.a.1.l.e.d. .t. 001DF 584 | 001DFGDO
001DEC3C | 6F 00 20 00 6F 00 70 00|65 00 6E 0020 00 6D 00|0. .o0.p.e.n. .m. 001DF5ES | 001DF6C4
001DEC4C| 6F 00 64 00|75 00 6C 00|65 00 20 00|63 00 3A 00|o.d.u.l.e. .cC.:. 001DF5EC | 6969E0F4 | ucrtbase, 6969E0F4
001DECSC| 5C 00 53 00(79 00 73 00|74 00 65 00|&D 00 20 00|\.S.y.s.t.e.m. . 001DF5CO|555C3A43

001DF5C4 | 73726573

e
e
e
T

001DECAC | 56 00 6F 00 6C 00 75 00(6D 00 &5 0020 00 49 00|v.o0.1.u.m.
m 001DF5C8 | 6E6D775C
r
E

]

G =i
001DEC7C| 6E 00 66 00 6F 00 72 00(6D 00 61 00|74 00 69 00|n.f.o.r.ma.t.1.
001DECBC | 6F 00 6E 00 5C 00 5F 00|72 00 65 00 73 00 74 00|o.n.\._.r.e.s.t. 001DF5CC | 36387837
001DECOC| 6F 00 72 00|65 00 78 00|45 00 44 00|36 00 35 00|o.r.e.{.E.D.6.5. 0010F500|7365443C
001DECAC | 30 00 39 0032 00 35 00(2D 00 41 00 33 00 32 00/0.9.2.5.-.4.3.2. 001DF 504 | 706F746B
001DECBC |43 00 2D 00 34 00 45 00|39 00 43 00 2D 00 38 00|C.-.4.E.9.C.-.8. 001DF5D8 | 5C67745C
001DECCC |41 00 37 0033 00 20 00|36 00 45 00|36 00 46 00(A.7.3.-.8.E.6.F. 001DF5DC | 76726573 | user32,76726573
001pECDC |30 00 35 0030 00 39 00(33 00 30 0039 00 41 00(0,5,0,9,3.0.9.A 001DF5E0 | 73656369
001DECEC| 7D 00 5C 00|52 00 50 00|30 00 5C 00|41 00 30 00|}.\.R.P.0.\.A.0, 001DF5€E4 | 6578652E
001DECFC| 30 00 30 0030 00 30 00(30 00 32 00|2E 00 64 00/0.0.0.0.0.2...d, 0010F5E8 | 00000000
001DEDOC| 6C 00 6C /00 3A 00 20 00|28 00 33 00(29 00 20 00|1.1.:. . (L3.). 0010F5EC | 001DF 3548
001pEDic| 34 00 68 00|65 00 20 00|73 00 79 00(73 00 74 00|T.h.e. .s.y.s.t. 0010F5FC | 001F 5030
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743.. |8 services.exe 1464 rglCreateFile C\Usersiwin7x36\Desktopltg\MFC140ENU.DLL NAME NOT FOUND Desired Access:R...
743 B’ services.exe 1464 IElCreateFile C\Usersiwin7x36\Desktopltg\MFCT140ENU.DLL DLL NAME NOT FOUND Desired Access: R...
743... B/ services.exe 1464 !ElCreateFile C\Usersiwin7x36\Desktopltg\MFC140ENU.DLL NAME NOT FOUND Desired Access:R...
743.. [W 1 services.exe 1464 3CreateFiIe C\Users\win7x86\Desktop\tg\MFC140ENU.DLLDLL NAME NOT FOUND Desired Access:R...
743.. |8 services.exe 1464 rglCreateFile C\Usersiwin7x36\Desktopltg\MFC140ENU.DLL NAME NOT FOUND Desired Access:R...
743 B’ services.exe 1464 IElCreateFile C\Usersiwin7x36\Desktopltg\MFCT140ENU.DLL DLL NAME NOT FOUND Desired Access: R...
743... B/ services.exe 1464 !ElCreateFile C\Usersiwin7x36\Desktopltg\MFC140ENU.DLL NAME NOT FOUND Desired Access:R...
743... B services.exe 1464 :-J.CreateFile C\Usersiwin7x86\Desktopltg\MFC140ENU.DLL.DLL NAME NOT FOUND Desired Access:R...
743.. [W 1 services.exe 1464 30ueryl\lamelnfo...C:\Users\win?x%\Desklop\tg\services.exe SUCCESS Name: \$Recycle B..
744 B’ services.exe 1464 IElCreateFile C\Usersiwin7x86\Desktopltgims.dil SUCCESS Desired Access:R..
744.. B! services.exe 1464 "5}OueryBasiclnfor...C:\Users\win'fxﬁﬁ\Desk{op\tg\ms.dll SUCCESS CreationTime: 8/23/...
744.. ' services.exe 1464 :-;'ﬂ.CloseFiIe C\Usersiwin7x86\Desktop\tgims.dil SUCCESS

744... B services.exe 1464 3CreateFiIe C\Users\win7x86\Desktop\tgims.dll SUCCESS Desired Access: R...
744 0T services exe 1464 rglCreateFileMap... C\Usersiwin7x36\Desktopltgims.dil FILE LOCKED WIT... SyncType: SyncTy..
744 |8 services exe 1464 IElCreateFileMap... C\Usersiwin7x86\Desktopltgims.dil SUCCESS SyncType: SyncTy...

D

C\Users\win x86\Desktop\tgims.dil

744 . B services.exe 1464 :}CIoseFiIe C\Users\win7x86\Desktop\tgims.dll SUCCESS

744... [0 services.exe 1464 :—:lFieadFiIe C\Usersiwin7x36\Desktopltgims.dil SUCCESS Offset 35,400, Leng...
744 . 0" semvices.exe 1464 ﬁlReadFiIe CAUsers\win7x86\Deskiop\tgims.dil SUCCESS Offset: 9216, Lengt .
}’:44.... 1 services.exe 1464 !ElCreateFile C:\System Volume Information)_restore{ED650925-A32C-4E9C-8A73-8E6F0509309A\RPOACO00002.dII PATHNOT FOUND Desired Access: G...
744 .. B services.exe 1464 ereateFile C\Windows\System32\en-US\KemnelBase.dll.mui SUCCESS Desired Access: G...
744 0T services exe 1464 rglCreateFileMap... C\Windows\System32\en-US\KemnelBase dll.mui FILE LOCKED WIT... SyncType: SyncTy..
744 B’ services.exe 1464 30ueryStandardl...C:\Windows\SystemE»Q\en-US\KernelBase.d|I.mui SUCCESS AllocationSize: 786, .

744 .. |8 T services exe 1464 !ElCreateFileMap... C\Windows\System32\en-US\KemelBase.dll.mui SUCCESS SyncType: SyncTy...
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